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OIIPEJAEJIEHUSA

B HacTosmeM JOKyMEHTE MCHOJB3YIOTCS CIHEAYIOIIME TEPMUHBI M HUX
ONpEICIICHHUS.

ABTOMATH3MPOBAHHAA CHCTEMa — CHCTEMA, COCTOsIIIAs M3 IepcoHana U
KOMIUIEKCA CPEACTB aBTOMATU3ALUU €T0 ACSITEIbHOCTH, peaju3yroas uHpopma-
[IMOHHYIO TEXHOJIOTHIO BBITTOJIHEHUS YCTAHOBJICHHBIX (QYHKIIHA.

AyTeHTH(PUKALMSA OTHPABUTE/IA JAHHBIX — IIOATBEPKICHHUE TOTO, YTO OT-
IIPABUTEIIb ITOJYYEHHBIX JAHHBIX COOTBETCTBYET 3asIBJICHHOMY.

be3onacHOCTL MNMEPCOHANBHBLIX [JAHHBIX — COCTOSHHME 3allUIICHHOCTH
NEPCOHATBHBIX JAaHHBIX, XapaKTEpU3yeMO€ CIOCOOHOCTBIO  MOJIb30BATENEH,
TEXHUYECKMX  CpPEACTB M  HMH(OPMALMOHHBIX  TEXHOJOTMH  00ecredyuTh
KOH()UIEHIMATBHOCTh, LEIOCTHOCTh U JOCTYMHOCTh NEPCOHANBHBIX JAaHHBIX NpU
uXx 00paboTKe B MH(POPMALIMOHHBIX CUCTEMAX NMEPCOHAIBHBIX JaHHBIX.

buoMerpuyeckue mnepcoHajJbHble [JaHHbIe — CBEICHUA, KOTOpHIE
XapaKTepU3yIOT (HU3HOJIOTHUECKHE OCOOCHHOCTH YEJIOBEKAa U Ha OCHOBE KOTOPBIX
MOKHO YCTaHOBUTH €r0 JIMYHOCTb, BKJIOYass (oTorpaduu, OTHEUaTKU MAaJbIEB,
o0pa3 ceTyaTKHU TIJ1a3a, OCOOEHHOCTH CTPOEHHUS Tela M JIPYrylo MOJOOHYIO
UH(pOpMaIHIO.

biokupoBaHue NEPCOHAIBHBIX JAAHHBIX — BpPEMEHHOE IIPEKpAllECHUE
00pabOTKM MEpPCOHANBHBIX JAHHBIX (32 MCKIOYEHUEM CIIy4aeB, €ciii 00paboTka
HeoO0XouMa JIJIsl yTOUHEHUS IEPCOHANIbHBIX IaHHBIX).

Bupyc (koMnbOTEepHBbIH, IPOrPAMMHBII) — HUCIOJIHIEMBbII MPOrPAMMHBII
KOJI WJIM UHTEPIPETUPYEMbIi HAO0Op MHCTPYKIIMM, 00JIaIatouil CBOMCTBAMU He-
CaHKLIMOHUPOBAHHOI'O PAaCIpOCTpaHEHUs U camoBocrpou3BeaeHus. Co3aaHHbIE
TyONIUKaThl KOMIIBIOTEPHOTO BUPYCa HE BCEr/a COBNAAAIOT C OPUTMHAJIOM, HO CO-
XPaHAIOT CIOCOOHOCTh K JIajbHEHIIEMY paclpOCTPaHEHUIO U CaMOBOCITPOU3BEe-

HHIO.



Bpenonocnasi nporpamma — rporpaMmma, IpeiHa3HaueHHas JJIsl OCYIEeCTB-
JICHUS] HECAHKIIMOHMPOBAHHOTO JIOCTYIa U (WUJM) BO3JECUCTBUSI Ha NEPCOHAIbHBIC
JAHHBIC WM PECypChl HHPOPMAITMOHHOW CUCTEMBI IEPCOHAIBHBIX JaHHBIX.

BcnoMorartesibHble TEXHUYECKHE CPEICTBA U CHUCTEMbI — TEXHUUYECKHUE
CpEJIICTBA M CHUCTEMBI, HE TMpeIHa3HAYCHHbIE JIJIS Mepeaayr, 00paboTKu U XpaHEeHUs
MEPCOHANBHBIX JTAHHBIX, YCTAHABIMBAEMbIE COBMECTHO C TEXHUYECKUMH CPECT-
BaMM M CHUCTEMaMH, MPETHA3ZHAUYECHHBIMU ISl 00paOOTKU MEPCOHANBHBIX JaHHBIX
WIM B TOMEIIEHUSAX, B KOTOPBHIX YCTAHOBJICHbI MH(OPMAIMOHHBIE CHUCTEMBI TIEPCO-
HaJIbHBIX JIAaHHBIX.

Jloctym B ONEpanMoHHYI0 cpeay KoMIbloTepa (MH(OPMALMOHHOI
CUCTEMbI MEPCOHAJBLHBIX JAHHBIX) — TIOJYYCHHE BO3MOXKHOCTU 3aIllycka Ha
BBIMOJIHCHUE IITATHBIX KOMaH[A, (YHKUWH, TMPOUETYp OIEpPAMOHHON CHCTEMBI
(YHUYTOXKEHUSI, KOIUPOBAHUS, TIEPEMEIICHNUs M T.1.), UCIOMHIEMbIX (aiijioB
MIPUKJIJHBIX IPOrpaMM.

Joctyn k mH(GOpMAIMM — BO3MOXKHOCTH MOJy4eHHsS MH(DOpPMAIMA U €€ HC-
M0JIb30BAHUSI.

3akJ/iaiouHOe YCTPOMCTBO — 3JIEMEHT CPEICTBA CheMa MH(POPMALMHU, CKPBITHO
BHEJPSIEMbIN  (3aKJIaJbIBAEMBIN  WJIM  BHOCHMBIA) B MECTa BO3MOXKHOTO CheMa
uHpopmalmu (B TOM YHCIE B OTpaXxaeHUE, KOHCTPYKIIMIO, 000pYJI0OBaHUE, MPEIMETHI
MHTEPbEPA, TPAHCIIOPTHBIE CPENICTBA, a TAKKE B TEXHUYECKUE CPEACTBA M CHUCTEMBI
00paboTKN HH(POPMALIHH).

3ammnmaemasi uHpopmanusa — uHGOpMAaIUs, SBISIOMIASICS TPEIMETOM CO0-
CTBEHHOCTH U TIOJIC)KAINAs 3alllUTe B COOTBETCTBUHM C TPEOOBAHUSMH IIPABOBBIX
JIOKYMEHTOB WJIM TPEOOBAaHUSIMHU, YCTaHABIMBAEMBIMU COOCTBEHHUKOM MH(OpMALIUH.

Nnentnduxkanus — mnprcBoeHHe CyObEKTaM W OOBEKTaM JIOCTYMa WJICHTH-
dbukaropa u (WIM) CpaBHEHHE TIPEIBABIIEMOTO HICHTU(PUKATOpA C TEpeuHEM

MPUCBOCHHBIX UACHTHU(PUKATOPOB.



HNHpopMaTUBHBIN CUTHAJ — DJIEKTPUYECKUE CUTHAIIBI, aKyCTUYECKUE, DIICK-
TPOMarHUTHbIE U Apyrue (HU3MYECKUE IOJsL, MO TMapaMerpaM KOTOPbIX MOMKET ObITh
packpbITa KoH(pUaeHIMaATRHAS HHpOpMAaIys (TIepCOHATFHBIC TaHHBIS) 0OpadaThiBacMas
B MH(OPMAITMOHHON CUCTEME NTEPCOHATBHBIX TAHHBIX.

NndopMmanuoHHble TEXHOJOTMU — IPOLIECCHL, METOBI MOMCKa, cOopa, Xpa-
HEeHUsI, 0O0paOOTKH, TPEIOCTABICHHS, PACIpPOCTPaHeHNs WH(POPMAIMA U CIIOCOOBI
OCYIIECTBJICHUS TAKUX MPOILIECCOB U METOJIOB.

Nudopmanuonnass cucremMa nepcoHaJbHbIX AaHHbIX (MCILAH) -
COBOKYITHOCTH COJIEpKaIuXcs B 0a3ax JaHHBIX IIEPCOHAIBHBIX JaHHBIX U
o0ecreynBaIMX UX 00padoTKy MH(GOPMAIIMOHHBIX TEXHOJIOTUN U TEXHUYECKUX
CPEICTB.

Hcnoab3oBaHue NEPCOHANBHBIX JaHHBIX — JelcTBUs (omepanuu) ¢
MEPCOHANILHBIMU JTAHHBIMHM, COBEpILAEMBbIC OMNEPATOPOM B IEIAX IPUHITHSL
pPELICHUN WA COBEPUICHHUS HWHBIX JCUCTBHM, NOPOXKAAOMIMX OPUINYECKUE
MOCJICJICTBUSI B OTHOIICHUM CYOBEKTa MEPCOHATBHBIX NAHHBIX WA JPYTUX JIUI
a1M00 MHBIM 00pa30M 3aTparmBaroOIINX MpaBa U CBOOOIBI CYOBEKTa EPCOHATBLHBIX
JTAHHBIX WM IPYTUX JINII.

HcTouHuk yrpo3nl 6e3onacHocT uHpopManmuu — cyOneKT JIOCTyIa, MaTe-
PUATHHBIN O0BEKT WM (DU3MUECKOE SIBJICHUE, SIBIISIOLIMECS MPUUMHON BO3HUKHOBEHUS
yrpo3bl 6€30MacHOCTH HH(OPMAITUH.

Koutpoaupyemasi 30Ha — MpOCTPaHCTBO (TEPPUTOPUS, 31aHKE, YaCTh 3/IaHM,
TIOMEIIIEHNE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIHMPYEMOE MpeObIBaHWE MOCTOPOHHUX
JIIT, @ TAKXKE TPAHCTIOPTHBIX, TEXHUUECKUX M MHBIX MAaTEPUATIBHBIX CPEJICTB.

KoHpuaeHunaaIbHOCTh NEPCOHAIBHBIX JAHHBIX — O00s3aTeNBbHOC IS
COOJTFOZICHHUST ONIEPaTOPOM WMJIA WHBIM TTOTYYUBIIAM JIOCTYI K TIEPCOHATHHBIM JTAHHBIM
JUIIOM TpeOOBaHME HE JOMyCKaTh WX paclpocTpaHeHue Oe3 cornacusi CyObeKTa

MNEPCOHAILHBIX JaHHBIX WM HAJIMYKA KHOI'O 3aKOHHOI'O OCHOBAHU.



Me:xceTeBoii IKpaH — JIOKaTbHOE (OTHOKOMITOHEHTHOE) WITH (DYHKITHOHATEHO-
pacnpenielieHHoe MporpaMMHoe  (IPOrpaMMHO-aMIapaTHOE) CPECTBO  (KOMIUIEKC),
peanmzyrolee KOHTPOJb 3a HH(OPMALIUEH, TOCTYTAIOIEH B MHPOPMAIIMOHHYIO CUCTEMY
MEPCOHAIBHBIX JJAHHBIX U (WMJIH) BBIXOASAIICH U3 HUH(OPMAIIMOHHOW CUCTEMBI.

Hapymuresnb 6€30nacHOCTH NMEPCOHANBHBIX JAHHBIX — (DU3HMYECKOE JIUIIO,
CIIy4aifHO WJTH MPEIHAMEPEHHO COBEPIIAIOIIEE JEHCTBHS, CIIEICTBUEM KOTOPBIX SIBIISIETCS
HapyllleHue 0e30MacHOCTU TMEePCOHATBHBIX JAHHBIX MPU MX OOpabOTKE TEXHUYECKUMU
CpelIcTBaMU B MH(POPMAITMOHHBIX CUCTEMAX MEPCOHATBHBIX TAHHBIX.

HeaBToOMaTu3upoBaHHasi o00padoTKa MNEPCOHAJIBHBIX JAHHBIX —
00paboTKa MEepCOHANBHBIX JIAHHBIX, COACPKAIIMXCS B MHPOPMALIMOHHON CHCTEME
MEPCOHANIBHBIX JAHHBIX JMOO W3BJIICUCHHBIX M3 TaKOHW CHCTEMBI, CUHUTAETCS
OCYIIECTBJICHHOM 0e3 UCIIOJIb30BAHUS CpEJICTB aBTOMATHU3AINH
(HeaBTOMaTH3UPOBAHHOM ), €CIIM TaKue JEHCTBUSA C MEPCOHAIBHBIMU TAHHBIMH, KaK
WCITOJIb30BAaHUE, YTOYHEHUE, PpACIpPOCTpaHEHWEe, YHUYTOKCHHE TIEPCOHATBHBIX
JAHHBIX B OTHOIIEHWU KaXKJIOTO U3 CYOBEKTOB TMEPCOHAIBHBIX JIAHHBIX,
OCYIIECTBJISIOTCS MPU HEMOCPEICTBEHHOM yYaCTUH YEIOBEKA.

HenekgapupoBaHHble BO3MOKHOCTH — (YHKIIMOHAIBHBIE BO3MOXKHOCTH
CPEIICTB BBIYMCIMTETIHHON TEXHWKH, HE OIMCAHHBIE WIM HE COOTBETCTBYIOIIINE
OITMCAHHBIM B JIOKYMEHTAITUH, TIPH HCIOJB30BAHUM KOTOPHIX BO3MOYKHO HApYIIICHHE
KOH(HIICHIIMATBHOCTH, JOCTYIIHOCTH WJIM  IIEJIOCTHOCTH 0oOpabaThIBacMON  HH-
dbopmaruu.

HecaHKuMOHUPOBAHHBIN A0CTYNl (HECAHKUMOHUPOBAHHBIE JCHCTBUS) —
JOCTYI K MH(OPMAITMKA WK JISHCTBUS C WHQOpMAIIMEH, HapyIIAloFe MpaBuia pas-
TPaHUYCHHS JIOCTyIa C HWCIOJB30BAHUEM INTATHBIX CPEICTB, IPEIOCTABISICMBIX
WH(OPMAITMOHHBIMUA CHCTEMaMH MTEPCOHABHBIX IAHHBIX.

Hocurtenb ungopmanum — Gu3nyuecKoe JUIO WM MaTepUaTIbHBIA 00BEKT, B

TOM 4HCIIe (PU3UUECKOE MoJIe, B KOTOPOM MH(GOPMAITUS HAXOIUT CBOE OTPAXKEHUE B BUJIC



CHMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEIICHUI U MPOIIECCOB, KOMMYECTBEHHBIX
XapaKTEePUCTUK (PU3UUECKUX BEJIMYUH.

OO0e31MYUBaHUE TEPCOHAJIBHBIX JaHHBIX — JIEHCTBHs, B pe3yJbTaTe
KOTOPBIX CTAHOBHUTCS HEBO3MOXXHBIM 0€3 HCIOJIB30BaHUS JIOMOJHUTEIBHON
uH(OpPMAIUU ONPEJCIUTh MPUHAJJIC)KHOCTD EPCOHAIBHBIX IAHHBIX KOHKPETHOMY
CyOBEKTY IEPCOHAIBHBIX JTAHHBIX.

OO0OpaboTka NmepcoOHAJBHBIX JAHHBIX — JII000€ AciicTBUE (omeparus) Uiu
COBOKYITHOCTb JIEUCTBHI (Orepalinii), COBEpIIAeMbIX C HCIOJIb30BAHUEM CPE/ICTB
aBTOMATH3AllMA WM 0€3 WCIOJb30BaHUS TaKUX CPEACTB C TEPCOHATBHBIMU
JAHHBIMH, BKJIIOYas cOOp, 3alucCh, CHUCTEMATHU3AIUIO, HAKOIUICHWE, XPaHEHHE,
yTOuHEHUE (OOHOBIIEHHE, U3MEHEHHE), M3BICUCHHUE, HCIIOJIb30BAaHUE, Ieperady
(pacripocTpaHeHue, MPEJOCTaBICHHUE, JOCTYI), O0e3NMnYuBaHue, OJOKWPOBAHHUE,
yIaJieHue, YHUUTOKEHUE MePCOHATBHBIX JaHHBIX.

OO0menocrynupie MNEPCOHAJbHbIC JAaHHbIE — IEPCOHAIBHBIC JAaHHBIC,
JIOCTYTl HEOTPAaHUYEHHOTO Kpyra JIMIl K KOTOPBIM MPEJOCTABJICH C COTrJacus
CyOBEKTa TEepPCOHANBHBIX JAHHBIX WJIA Ha KOTOPbIE B COOTBETCTBHU C
dbenepanbHBIMA  3aKOHAMU HE PpaclpoCTpaHseTcss TpeOoBaHUE COOJIIOACHUS
KOH(HUICHIIMATEHOCTH.

Oneparop (mepCOHAJIBHBIX [JAHHBIX) — TOCYIApCTBEHHBIM OpraH,
MYHHUITUTIATBHBIA OPraH, IOPUINYECKOEe WM (PU3UYECKOE JIMIIO, CAMOCTOATEIHHO
WM COBMECTHO C JAPYTMMH JIMIIAMH OpPTaHU3YyIoUMe U (WJIH) OCYIIECTBIISIONINE
00pabOTKy MEepCOHAIbHBIX JaHHBIX, a TaKXKe OMNpelessIolue Leau 00padoTKu
MEPCOHANIBHBIX JIAaHHBIX, COCTAB MEPCOHATBHBIX JAaHHBIX, MOJICKAIINX 00padoTKe,
nercTBus (omepalum), CoBepIaeMble C IEPCOHATBHBIMU JTAHHBIMHU.

Texnunueckue cpeacrsa HHPOPMALUOHHON CHCTEMbI NEPCOHAIBHBIX
JAHHBIX — CPEJICTBA BHIUMCIUTEIBHON TEXHHWKH, WH(POPMAIMOHHO-BBIYUCIUTEILHBIE
KOMILJIEKCHI M CETH, CPE/ICTBA M CUCTEMBI Tlepeiauu, ipuema v oopadotku [1/11 (cpencrra

Y CUCTEMBI 3BYKO3AIIMCH, 3BYKOYCWJICHHS, 3BYKOBOCHPOW3BEICHUS, INEPErOBOPHBIE U



TEJICBU3UOHHBIE YCTPOWCTBA, CPEACTBA M3TOTOBJICHUS, TUPAKUPOBAHUS JTOKYMEHTOB U
JpyTre TEXHUYECKHUE CPEeICTBa 0OpabOTKU peyeBol, rpaduueckoid, BuIeo- U OyKBEHHO-
poBoi MH(pOPMAIH), IPOrPaMMHBIE CPEICTBA (OTIEPAIIOHHBIE CHCTEMBI, CUCTEMBI
yIpaBieHus: 6a3aMy JTaHHBIX M T.IL.), CPEACTBA 3alIUTHI MH(POPMAIIMH, TIPUMEHSEMbIC B
MH(POPMAIMOHHBIX CUCTEMAX.

IlepexBaT (MH(pOpMaNUK) — HEMPABOMEPHOE MONy4YeHHE HHDOpManHu C
UCIOJIb30BAaHUEM TEXHMUYECKOTO0 CpEACTBA, OCYIECTBIAIONIETO OOHApYXEHUE,
npueM 1 00paboTKy MHGOPMATUBHBIX CUTHAJIOB.

IlepconanbHble JaHHBIE — JI00ass MHPOpPMALIKS, OTHOCAIIAACA K TMPSIMO
WIM KOCBEHHO ONPEJCICHHOMY WU ONpeAensieMoMy (PU3NYECKOMY JIHILY
(cyOBeKTYy MepCOHAIBHBIX JAHHBIX);

Ilo6ouyHble  3JIEKTPOMATHHUTHbIE  W3JIy4YeHUs] M  HABOAKH  —
AJIEKTPOMArHUTHbIE HM3IY4YEHHUS TEXHUUECKUX CPEICTB OOpaOOTKH 3alMIacMon
uHbOpMaIK, BO3HUKAIOIIME Kak MOO0YHOE SIBICHWE W  BBI3BAaHHBIC
AIIEKTPUYECKUMH CUTHAJIaMU, JEHCTBYIOIIUMHU B UX 3JIEKTPUUYECKUX M MAarHUTHBIX
HENsIX, a TAK)Ke DJIEKTPOMAarHUTHBIC HABOJKU 3TUX CUTHAJIOB HA TOKOMPOBOISIIIHNE
JMHANA, KOHCTPYKIIMU U TIETIH TUTaHHUSL.

MMosnTHKAa  «YHMCTOIO  CTOJAA» —  KOMIUIEKC  OpraHM3allMOHHBIX
MEPOMPHUITHIA, KOHTPOJHMPYIOIIUX OTCYTCTBHE 3alHChIBaHUS Ha OyMaKHbIE
HOCHUTENIM KItouel W aTpuOyToB nocTyma (mapojied) WM XpaHEHUs UX BOJIM3H
00BEKTOB JIOCTYTIA.

[Hoab30BaTessb HHPOPMALMOHHON CHUCTEMbI NMEPCOHAJBHBIX JTAHHBIX —
JUIO, YydacTByiomlee B (YHKIMOHMPOBAHUU HH(POPMALMOHHON  CHUCTEMBI
MIEPCOHANIBHBIX TAHHBIX WJIA UCTIONB3YIOIIEee PE3yIbTaThl e (YYHKIIMOHUPOBAHHUSL.

IIpaBuia pasrpaHuYeHusi JOCTYNA — COBOKYITHOCTb MPaBUJI, pErilaMeHTH-
PYIOILIUX MpaBa JA0CTyIa CyOBEKTOB IOCTyIa K 00BEKTaM J0CTYIIA.

IIporpaMmMuasi 3aKj1aaKa — KO/ MPOTPaMMBbI, TPETHAMEPEHHO BHECEHHBIN B

nporpaMmy C HOCJIbIO OCYHMICCTBUTL YTCUKY, USMCHHUTD, 6JIOKI/IpOBaTB, YHHUYTOXHUTH



WH(OPMAITUIO WM YHHUYTOXHUTh U MOJIU(DHUIIMPOBATH MPOrPaMMHOE OOeCIieueHUE
MH(OPMAIMOHHOW CUCTEMbI MEPCOHAIBHBIX JTAaHHBIX U (WiIHM) OJOKWpOBAThH ara-
paTHBIE CPE/ICTBA.

IIporpamMHoe  (mporpaMMHO-MaTeMaTH4ecKoe)  BO3JelHCTBHE  —
HECAHKIIMOHUPOBAHHOE  BO3JCHCTBHE HAa  PECYpChl  aBTOMAaTHU3WPOBAHHOWU
WH()OPMAITMOHHONW CHCTEMBI, OCYIIECTBIISIEMOE C HMCIIOJIh30BAHUEM BPEIOHOCHBIX
IPOrpaMM.

PackpbiTHe NEepCOHAJBLHBIX JAHHBIX — YMBIIUICHHOE WM Clly4allHOE
HapylieHue KOHPUACHIIMATbHOCTU MEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue nepcoOHAJbHBIX JAHHBIX — JCHCTBUS, HAIPAaBJICHHBIE
Ha PacKphITHE MEPCOHATBHBIX TAHHBIX HEOMPEACICHHOMY KPYTY JIMII.

Pecypc nH(popMaMOHHON CUCTEMBbI — UMEHOBAHHBIN 3JIEMEHT CUCTEMHOTO,
MPUKIIATHOTO W anmapaTHOTO oOecrieueHus (byHKIIMOHUPOBAHUS
MH()OPMAIIMOHHON CHCTEMBL.

CneunnajibHble KAaTerOpMH MNEPCOHAJIBHBIX [AHHBIX — IIEPCOHAJBHBIC
JTaHHBIE, KACAIOIIMECS PACOBOM, HAIMOHAIIBHON MPUHAMJIC)KHOCTH, MOJIATHYECKUX
B3IJISIIOB, PEIUTHO3HBIX WM (UIOCOPCKUX YOCKIACHUN, COCTOSHUS 370POBbS U
WHTUMHOM XKM3HU CyOBEKTa MePCOHATBHBIX JaHHBIX.

CpeacrBa BbIYNCIUTEIbHOH TEXHUKHU — COBOKYITHOCTh MPOrPAMMHBIX U TE€X-
HUYECKUX D3JIEMEHTOB CHUCTEM OOpabOTKM JaHHBIX, CHOCOOHBIX (DYHKIIMOHHUPOBATH
CaMOCTOSITENIHO UJIM B COCTABE IPYTHX CUCTEM.

CyObekT mocryna (cy0ObeKT) — JMIO WINA MPOLECC, ACUCTBUS KOTOPOTO per-
JTAMEHTHUPYIOTCS TPaBWJIaMH Pa3rpaHUYEHUS JOCTYTIA.

TexHuveckuii kKaHaa yredku MHGOPMALMH — COBOKYITHOCTh HOCUTEIIS WH-
dopmarmn  (cpenctBa 00paOOTKH), (pr3MUEcKol cpembl pacnpocTpaneHus HHOOP-
MaTHBHOTO CUTHAJIA M CPEJICTB, KOTOPBIMH JOOBIBACTCS 3alMIiaeMast MHPOpMaIiusi.

TpancrpanuyHasi nepejgada MNEPCOHANBHBIX JAAaHHBIX — Tiepeaada

MEPCOHAIBHBIX  JTAHHBIX  OIEeparopoM 4epe3 ['oCymapCTBEHHYIO T'paHUILY
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Poccniickon ~ ®denepanmu  Oprady  BIACTH  MHOCTPAHHOTO  TOCYAAapCTBa,
bu3MYEeCKOMY WU IOPUANYECKOMY JIMIy MHOCTPAHHOTO TOCYJapCTBa.

Yrpo3sl 0€301aCHOCTH NEPCOHANBHBIX JAHHBIX — COBOKYITHOCTb YCIIOBUHM U
(akTOpOB, CO3MAIOIIUX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM YHMCJIE CIyYaifHOTO,
JIOCTYTA K NEPCOHANBHBIM JAHHBIM, PE3YJIBTATOM KOTOPOI'O MOXKET CTaTh YHUUTOKEHHE,
U3MEHEHHe, OJIOKMPOBaHKE, KOIMMPOBAHUE, PACTIPOCTPAHEHHE MTEPCOHABHBIX JIAHHBIX, a
TaKKe MHBIX HECAHKIIMOHUPOBAHHBIX JICHCTBUIM MpU UX 00paboTKe B MHPOPMAIIMOHHOM
CUCTEME IIEPCOHAIBHBIX JAHHBIX.

YHHMUYTOKEHHE MEPCOHAJBbHBIX [JaHHBIX — [ICHCTBUSA, B pE3yJIbTaTe
KOTOPBIX CTAHOBUTCS HEBO3MOXKHBIM BOCCTAHOBUTBH COJIEPKAHUE IEPCOHAIBHBIX
JAHHBIX B WH(OPMAIIMOHHOW CHCTEME IMEPCOHANBHBIX JaHHbIX W (WiIu) B
pe3ysbTaTe KOTOPBIX YHHMUYTOXKAIOTCS MATE€pPUAIIbHBIE HOCUTEIU IIEPCOHAIBHBIX
JTAHHBIX.

Yreuka (Bammmaemo) MHGOPMALMU IO TEXHHYECKHUM KaHAJIaAM —
HEKOHTPOJIMPYEMOE PacIipoCTpaHeHHe MH(OPMALIMKM OT HOCUTES 3aIlMIIaeMoil nHpop-
Maluu 4epe3 (PU3MYEcKyro cpeay A0 TEXHHUYECKOTO CpENICTBA, OCYHIECTBIISIFOLLETO
nepexBaT UHPOPMaLUH.

Ya3BUMOCTD — CI1a00CTh B CPECTBAX 3ALIUTHI, KOTOPYIO MOXKHO MCIIOJIb30BaTh
JUTs1 HApYILIEHHSI CUCTEMBI WU COZIepIKallieiics B Hell mH(pOpMaIiH.

IesocTHOCTH MH(pOPMAIIUM — CITOCOOHOCTH CPECTBA BHIYMCITUTEIILHON TEX-
HUKU WM aBTOMaTU3UPOBAHHOM CUCTEMBI 00eCeUnBaTh HEM3MEHHOCTh MH(OpMAIIIH B

YCJIOBUSIX CITy4aifHOTO /WX MTPEIHAMEPEHHOTO NCKAXKEHMS (pa3pyLLICHUS ).



OBO3HAYEHUSA U COKPALLIEHUSA

ABC — aHTHBUpYCHBIE CPEJCTBA

APM — aBTOMaTH3UpOBaHHOE paboyee MECTO

BTCC — BcnoMorarenbHble TEXHUYECKHUE CPENICTBA U CUCTEMBI
NCI1JIz — nabOpMaIFiOHHAS CHCTEMA TIEPCOHATBHBIX TAHHBIX
Wb — urdopmarmonHast 6€301acHOCTb

K3 — koHTpompyemast 30Ha

JIBC — ntoKasnbHask BBIYMCIIUTEBHAS CETh

MD — MexceTeBoit FKpaH

HC/I — HecaHKIIMOHUPOBAHHBIN TOCTYIT

OC — onepanioHHas cucTemMa

[1/1H — mepcoHaNbHBIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTH4eCKOE BO3/ICHCTBHE

I1O — nporpamMmMHOe obecrieueHune

[IOMHH — no6ouHble 37EKTPOMarHUTHbIE U3Ty4EHUS U HABOJIKU
CA3 — cucreMa aHanu3a 3alALIEHHOCTH

C3U — cpeactBa 3anuThl HHGOpMAITUU

C3I1/In — cuctema (rmoAcucTEMa) 3alIUThI IEPCOHATIBHBIX JaHHBIX

COB — cucrema 0OHapy>KEeHHs BTOPKEHUIN
TKYU — TexHnueckre KaHaibl yTeUKH HHPOpMALU

VYBIIIH — yrpo3sl 6e301macHOCTH MTEPCOHATIBHBIX TAHHBIX

11
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BBEJAEHUE

Hacrosimee Ilonoxxenne mupopmarmonnoit 6ezonacHoct B AO «PIIIIKbD
«Cranenby sBIsSeTCs O(UIMAIBHBIM JIOKYMEHTOM, B KOTOPOM OIpeeieHa
cUCTeMa B3IJS0B Ha obecriedenne uH(opMmannoHHou Oe3omacHocTH AO
«PUITKB «Cramnenby.

Heobxoaumoctsh pazpadotku IlonoxkeHust oOyclioBlieHA CTPEMUTEIBHBIM
pacmmpenueM chepbl TPUMEHEHUsT HOBEHIMX WH(OPMAITMOHHBIX TEXHOJIOTHI U
npoiieccoB B AO «PUIIKB «Cranensy», npu o0padbotke uHdopmaiuu BoooOIe, u
MEPCOHANIBHBIX JJAHHBIX B YACTHOCTH.

Hacrosmee Ilonoxxenue omnpeaensieT OCHOBHBIC LIETUM M 3aJadyd, a Takke
OOIIyI0 CTpPATErui0 IOCTPOCHUS CHUCTEMBbI 3alllUThl TEPCOHAJBHBIX JJTAHHBIX
(C3I1n) AO «PUIIKb «Cranenb». IlonoxeHnue omnpenensieT OCHOBHbBIC
TpeOboBaHUs U Oa30BbIC MOAXObI K UX peaIM3alUU, ISl TOCTUKEHUS TpeOyeMOoro
ypOBHsI 0€30MMacHOCTH HH(OpMAIUH.

[Tonoxxenue pa3zpabOTaHO B COOTBETCTBUU C CHUCTEMHBIM MOJXOJOM K
obecricueHuto  mHOpMaMOHHOM  Oe3omacHocTH.  CHCTEMHBIM  TOJXOM
MpeanojaraeT  MpoOBEJCHUE  KOMILIEKCAa  MEpPONPHSTHH,  BKIIOYAIOIIMX
UcclieIOBaHUE yrpo3 MHGOPMAIMOHHONW O€30MacHOCTU M pa3pabOTKy CHUCTEMBbI
3amuThl  [1/lH, C TO3WIMKM KOMIUIEKCHOTO TIPUMEHEHUS TEXHUYECKUX U
OpTaHU3aIMOHHBIX MEP U CPEICTB 3AIIUTHI.

[Ton mabOpManmoHHOU Oe3omacHoCThIO IIJ[H MOHMMAaeTCs 3aIMIIEHHOCTh
MEPCOHANIBHBIX JIaHHBIX M 00pabaThiBalOIIe WX HHPPACTPYKTYype OT JHOOBIX
CIIyYalHbIX WM 3JIOHAMEPEHHBIX BO3JCHUCTBUN, PE3YyJIbTATOM KOTOPBIX MOXKET
SBUTHCSI HaHEeCeHHE yriepOa camoil mHpoOpMammu, ee BiaaeiblaM (CyObeKTaM
[1dn) win uadpactpykrype. 3agauu nHGOpMaAIMOHHON 0€30MaCHOCTH CBOASTCS K
MUHHMMU3AIUU yiepoa OT BO3MOXKHOU peanu3aiuu yrpo3 Oe3omnacHoctu [1/1H, a

TaKke K MPOTHO3UPOBAHUIO U IPEAOTBPAILICHUIO TAKUX BO3JICHCTBUM.
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[lonoxenue  CIy>)KUT  OCHOBOM  Juisl  pa3padOTKM  KOMIUIEKCa
OpPraHU3allMOHHBIX W TEXHUYECKUX Mep Mo oOecrneueHnt0o HHPOPMAIUMOHHOM
oe3zonacHoctu AO «PIIIKb «Cranensy, a Tak:ke HOPMATUBHBIX U METOAUYECKHUX
JOKyMEHTOM, OOECIEUMBAIOIINX €€ Pean3aluuio, U HEe MPENoJiaracT MOJAMEHBI
GyHKIIMHA  TOCYJapCTBEHHBIX OpraHoB Biacth Poccuiickoit ~ depaepariuu,
OTBEUAIOLINX 3a obecreyeHne 0e30MacHOCTH HH(DOPMAIMOHHBIX TEXHOJOTUH U
3alUTy UH(POPMALIUH.

[Tosoxenue ABIsAETCS METOAOIOTUYECKON OCHOBOM IS

*  (opmupoBaHUs U TPOBEJCHUSA CAUHOWU MOJUTHUKU B 00yacTu oOecreyeHus
oe3onacHoct AO «PLIIKB «Cranensy;

*  NOPUHATUSA YIPABICHUECKUX PEIICHUN W pa3pabOTKH MPAKTUUYECKUX MEp IO
BOIUIOLIEHUIO MOAUTUKU Oe3omacHoctu [I/IlH ¥ BBIpaOOTKM KOMILIEKCA,
COTJIACOBAHHBIX ~MEp HOPMATUBHO-IIPABOBOIO, TEXHOJOTHYECKOTO U
OpraHU3alMOHHO-TEXHUYECKOT0 XapaKTepa, HalpaBJICHHBIX Ha BBISABJICHUE,
OTPAXXEHUE W JUKBUJALUIO MOCIEACTBUN peaM3alUM PA3IUYHBIX BUIOB
yrpo3 I1/1H;

*  KOOpAMHALIMU JAEATEIbHOCTU CTPYKTYpHBIX mnozapasnaencHuii AO «PLIIKD
«Crarmnenb» npu NpoBeeHUH padoT mo pa3BuTuio u skcmuryatauuu UCIIH ¢
cobimoieHueM TpeboBaHuit obecrieueHus 6ezonacuoctu [1J1H;

*  pa3pabOTKM  TPEUIOKEHUNW MO  COBEPIICHCTBOBAHHWIO  IPABOBOTO,
HOPMATUBHOTO, METOAMYECKOT0, TEXHUYECKOr0 U OpPraHU3alMOHHOTO
ob6ecneuenust 6ezonacHoctu [1J1H B UCIT[IH AO «PLIIKB «Cranemnsy.

[IpaBoBoit 06a30it it pa3pabOTKU HACTOAIIETO TOJOXKEHUS CIIyXKaT
TpeOOBaHUSI JEUCTBYIOIIMX B Poccum 3aKOHOJATENbHBIX M HOPMATHBHBIX

JIOKyMEHTOB TI0 00ecTieueHnI0 0€30MacHOCTH TIepCOHaNbHbIX qaHHbIX (I1/1H).
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1 OOmmue moJIoKeHUA

C3I1In mpexncraBiser coOOW COBOKYMHOCTh OPraHU3allMOHHBIX U TeX-
HUYECKUX MEepOonpusaTuit juist 3auuThl [IJIH OT HEMPaBOMEPHOTO WJIM CIIy4ailHOro
J0CTyNa K HUM, YHUYTOXKEHUS, U3MEHEHUs, OJIOKUPOBaHUs, KOIMPOBAHUSA, pac-
npoctpanenus [1/{H, a TakKe UHBIX HENPABOMEPHBIX JECUCTBUI C HUMH.

be3onacHOCTh MEpPCOHANBHBIX JAHHBIX JIOCTUTACTCS IYTeM HCKIIOYCHUS
HECAaHKIIMOHUPOBAHHOTO, B TOM YHUCJE CIy4alHOro, JAOCTyNa K MEPCOHAIBHBIM
JAHHBIM, PE3YJIbTaTOM KOTOPOTO MOXKET CTaThb YHUUYTOXEHUE, W3MEHEHHE,
0JIOKUpOBaHUE, KOMMMPOBAHUE, PACITPOCTPAHEHUE MTEPCOHABHBIX JAHHBIX, a TAKKE
VMHBIX HECAaHKIIMOHUPOBAHHBIX JECUCTBU.

CtpykTypa, CcOCTaB ¥  OCHOBHbIE  (PYHKIIMM  TEXHUYECKUX U
oprann3annoHHbIx Meponpustui C3II/IH omnpenensrorcs ucxoas W3 ypOBHSA
samuiieHHocTr  (kinacca) MCII[H, yCTaHOBJIEHHOTO B COOTBETCTBHH €
tpeboBanusimu [locranoBnenust IlpaButensctBa Ne 1119 ot 1 nHosa6ps 2012 r.,
npukaza ®CTOK Poccuu Ne 17 ot 11 deBpana 2013 r., npukaza OCTIK
Poccun Ne 21 ot 18 depans 2013 r., a TakKe B COOTBETCTBUU C TPEOOBaAHUSIMU
[ToctanoBnenust IlpaButenbctBa Poccuiickoii @enepanuun  Ne 687  «O06
yrBepkaeHun [lonoxxennst 00 0COOEHHOCTSAX 00pabOTKH MEPCOHATBHBIX JAaHHBIX,
OCYIIECTBIISIEMON 0€3 HCIOoJIb30BaHMS cpeacTB  aBToMmaTtmzamumny. C3I1/x
BKJIIOYAET OPraHU3allMOHHbIE MEpbl W TEXHUYECKHUE CpPEJCTBA  3aIMThI
uHdopmaruu (B ToM umciie mudpoBaigbHbie (KpUnTorpauueckue) CpencTsa,
CpeACTBa  NPEAOTBPAIICHUSI  HECAHKIMOHWPOBAHHOTO  JIOCTyINa,  yTEUKHU
uH(pOpMaIUU 10 TEXHUYECKUM KaHaiam, POrpaMMHO-TEXHUUECKUX BO3JEHCTBUN
Ha TexXHUYeckue cpeacrtBa oOpabotku II1J[H), a Takke WHCHOIB3yeMble B

MH(OPMAIMOHHON cucTeMEe MH(DPOPMAITMOHHBIE TEXHOJIOTHH.
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OTH Mepsl IPU3BaHbl 00ECIEUNTD:

KOH(HUICHIIMATEHOCT, HWH(}OpMaIuu (3amuTa OT HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHUS);

IIEJTOCTHOCT,  WHGOpMAIMK  (aKTyaJJbHOCTh W HEMPOTUBOPEYHBOCTH
uHdopMaIuK, ee 3alIUIICHHOCTh OT Pa3pylIeHUs U HECAHKIIMOHUPOBAHHOTO
W3MEHEHUS);

JOCTYITHOCTh MH(pOpMaIuy (BO3MOKHOCTh 32 MPUEMIIEMOE BPEMS IMOITYIUTh

TpedyeMyro HHPOPMAITMOHHYIO YCIIYTY).

Craauu co3ganus C3I1JIH BKIIOYaAIOT:

NPEANpPOEKTHAs CTaaus, BKIIOYAIONIAs MPEIIPOEKTHOE 00cieJ0BaHuE
NCTIIH, pa3paboTKy TEXHHYECKOTO (4YaCTHOTO TEXHUYECKOT0) 3a/IaHusI Ha ee
CO3/IaHHUE;

CTa/usl IPOCKTUPOBaHUS (Pa3pabOTKKU MPOEKTOB) U peaInu3alid Mep 3allUThl
C3I1/1H;

craaus BBoja B AerctBue C3I1/IH, BKItOUaronias OMbITHYIO SKCILTYaTAUIO U
MPUEMO-C/IATOUYHbIE HUCIHBITAHUS CPENCTB 3allUThl HH(OpPMAIMK, a TaKXKe

otieHKy cooTBercTBUs C3I1/[H TpeboBaHMsIM 6€30TaCHOCTH UHPOPMAIIUH.

OpranuzaloHHble MEpbl MPEIyCMaTPUBAIOT CO3JaHHUE W MOJJEpKaHUE

npaBoBoil 0a3pl Oe3omacHoctu [I/IlH u pa3paborky (BBeAeHUE B JEHCTBUE)

npeaycMoTpeHHbix [lonutukoir  uH@opmarmonHoit Oe3omacHoctu  UCII/H

CIICAYIOMUX OPTraHU3aITMOHHO-PACTIOPAIUTCIBHBIX TOKYMCHTOB!:

[Tnan meponpustuii o obecrneuennto 3amuthl [/l mpu ux ob6paboTke B
NCTI/IH;

[Tman mepornpusTuii o KOHTPOITIO obecnedeHus 3amuThl [1]1H;
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»  Ilopsnok pe3epBupoBaHMs U BoccTaHOBieHUs padoTocniocodHoctu TC u 10,
0a3 manubeix U C3U,
*  JlomxuoctHas uHCTpyKIus aamuauctpatopa MUCII/Ixn B uactu obecrieueHus

6e3omnacHoctu [1/]x mpu nx o6padotke B UCII/IH;
*  JlomkHOCTHAst MHCTpYKLUA agmMuHucTpaTopa 6e3onacHoctu UCIIIH;

*  JlomxHocTHas uHCTpyKuus mnosb3oBarenss UCIIIn B wactu obecnieyeHus
6e3onacHoctu [1/]n mpu ux obpadorke B UCII/IH;

*  HMHcTpykuwus Ha ciiy4yail BOSHUKHOBEHHUS BHEIITATHOM CUTYyalluu;

*  HHcTpykuus 1o pasmenieHrio, 000pyJ0BaHUIO U OXpaHEe MOMEIICHUH, e
XPaHATCSA MEPCOHANBHBIE JAHHBIE, M0 XPAHEHUIO NMEPCOHAIBHBIX AAHHBIX Ha
OYMa)KHBIX HOCUTENSAX U MOPSIAKY pabOThl UCIIOJHUTENEH C MepCOHATBLHBIMU

JaHHBIMH Ha 6YMa)KHBIX HOCHTCIIAX I/IH(i)OpMaIII/II/I.

TexHnueckre MephI 3alUThl PEAUTU3YIOTCS IIPU OMOIIM COOTBETCTBYIOLINX
MPOrPaAMMHO-TEXHUYECKUX CPEACTB U METOJIOB 3aILIUTHI.

[lepeuernr HEOOXOAMMBIX MEpP 3alIUTHl HWH(OpPMAIUK OMPEACNSIeTCs 0
pesyabTaraM BHYTpeHHed mnpoBepku Oe3zomacHoctn WCII[IH AO «PHIIKB

«Craneiapy.



17

2 3apauun C3I1/In

OcnoBuo#t 1ienbio C3I1JIH sBsieTcs MUHUMH3AIUS yiiepOa OT BO3MOXKHOU

peanuzanuu yrpo3 6ezonacHoctu [1/]H.

Jlns mocTrykeHHsT OCHOBHOM Ielm cucrteMa OesomacHoct IIJIH moimkHA

obecnieunBaTh 3 (HEKTUBHOE PEIICHUE CIEAYIONIUX 3a/1ay:

3alUTYy OT BMemaTenscTBa B mporecc ¢ynkinuonupoanus WCIIn
MOCTOPOHHUX JIHI[ (BO3MOXKHOCTh ucnonb3oBanus WCII[AH u moctyn k ee
pecypcam JOJDKHBI MMETh TOJIBKO 3aperuCTPUPOBAHHBIE YCTAHOBJIEHHBIM
MOPSAKOM IOJIb30BAaTENN);

pasrpaHMyYeHHE  JOCTYNA  3apETUCTPUPOBAHHBIX  IOJNB30BATENEM K
anmapaTHbIM, MporpaMMHbIM U uH(MopmarmoHHsiM pecypcam  HCIIdn
(BO3MOKHOCTb JIOCTYIIa TOJIBKO K TEM pecypcaM U BBINIOJIHEHUSI TOJBKO TEX
omepaluii ¢ HUMH, KOTOpbI€ HEOOXOIMMBI KOHKPETHBIM MOJIb30BATEISAM
WCTIJIH 15t BEITOJHEHUS CBOUX CITYKEOHBIX 00S3aHHOCTEMH ), TO €CTh 3aIUTY
OT HECAaHKIIMOHUPOBAHHOTO JOCTYIA:

Kk uH@opmauuu, nupkynupyromeit B UCIT/1H;

cpeactBaM BerurcauTenbHon Texuuku UCI/IH;

anmapaTHbIM, MPOTPAMMHBIM U KPUNTOTPA(PUUECKUM CpPECTBaM 3alllUTHI,
ucnons3yembiM B UCIIIH;

pETUCTPALMIO JEUCTBUM MOIB30BATENICH MPU HUCIOJIB30BAHUM 3aIUIIAEMBbIX
pecypcoB MCII[IH B CHUCTEMHBIX JKypHajiaXx U MEPUOAUYECKHI KOHTPOJIb
KOPPEKTHOCTH  JCHUCTBUU  TOJIb30BATEJIEW CUCTEMBbl IIyTEM  aHaln3a
COAEPKUMOTO ITUX KYPHAJIOB;

KOHTPOJIb LEIOCTHOCTH (0OecriedeHrne HEM3MEHHOCTH) CpEeIbl HUCIIOTHEHUS

nporpamMm u €€ BOCCTAHOBJICHUC B CJIy4aC HAPYIICHUSA
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3alUTy OT HECAHKIIMOHUPOBAHHON MOJIU(UKALNU U KOHTPOJb LIETOCTHOCTH
ucnosb3dyembix B UCII/IH mporpaMMHBIX CPENCTB, a TAKXKE 3aILUTY CHCTEMBbI

OT BHCAPCHUA HCCAHKIITMOHUPOBAHHLBIX IIPOTI'PpaMM;

sanmuTy IIJ[H OT yTeukw MO TEXHUYECKHM KaHalaM Tpu ee o0paboTke,
XPAaHEHUH U MIepeaye o KaHaJlaM CBSI3H;

samuty [1JIH, XpaHumoii, oOpabaThiBaeMOM M TepeaaBaeMol IO KaHajaM
CBSI3H, OT HECAHKIIHOHUPOBAHHOTO PA3TJIAIICHUS WIIA UCKAKEHUS;
obecrieueHUE  JKMBYYECTH  KPUNTOrpaUUECKUX  CPEICTB  3alUTHI
nH(pOpMaIU TTPU KOMIIPOMETAIIMHU YaCTH KIIFOUEBOM CUCTEMBI;
CBOEBPEMEHHOE BBISIBIICHUE MCTOYHUKOB yrpo3 Oe3omnacHoctu [1JIH, mpuuun
U YCIIOBUM, CIOCOOCTBYIOIIUX HaHeceHUI0 ymiepba cyobektam [1/1H,
CO3JaHME MEXaHU3Ma ONEPATUBHOIO PEarupoOBaHMs HA yIpo3bl 0€30M1aCHOCTH
I1JIx 1 HeraTUBHBIC TCHACHIIUU;

CO3JaHHE YCIIOBUW NJI1 MUHUMHU3ALMHA U JOKAIM3alud HAaHOCUMOTO yiiepOa
HEMIPAaBOMEPHBIMU ~ JIEUCTBUSIMU  (PU3WYECKUX U IOPUAMYECKUX  JIUII,
ocJIa0JieHHe HEraTUBHOTO BIUSHUS W JIMKBUJALMS TIOCIECTBUN HAPYyIICHUS

oe3omnacuoctu [1/1H;

0o00OpyI0BaHUE U OXpaHa MOMEIICHUH, T/Ie XPaHATCS MEPCOHANIbHBIC TAHHBIE;
coOJIIOICHUE TIOPSIAKA XPaHEHHUsI TMEPCOHAJBHBIX JaHHBIX Ha OyMa)KHbBIX
HOCHUTEJISIX;

coOJIr0ICHUE TIOPsIIKA XpaHEHUS KIIFOUEH OoT moMerneHui riue xpansares [1J[xH
Ha OYMa>KHBIX HOCUTEJISX;

coOJIroIcHUE TTOPSAKA PaOOThI HCTIOJHUTEIICH C MIEPCOHATBLHBIMU TAHHBIMHU Ha

OyMaKHBIX HOCUTENSIX UH(POPMALIUU.
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3 OO0BbeKThI 3aLIUTHI

Ilepeyenb uHGPOPMALMOHHBIX CHCTEM
B AO «PUIIKb «Cranenb» mnpousBoautcs o0paboTKa MepCOHATbHBIX

JAaHHBIX B WH(DOpPMAIMOHHOW cHUcTeMe OOpabOTKM TEePCOHANBHBIX JTaHHBIX
(UCITn).
[lepeuenr WCII[IH ompenensercs B mpolecce padOThl KOMHUCCHH, IO

uTOoTaM paboT KOTOpOH cocTaBisieTcs akT kinaccudukaruu UCTI/IH.

IlepeyeHb 00bEKTOB 3aAIIUTHI
OOBbeKkTaMu 3allIUThI ABIAOTCS — HHPopManus, oopadateiBaemas B MCII/IH,

U TEXHUYECKHE CcpeicTBa ee¢ 00padoTku M 3ammuThl. CIHCOK IEpPCOHAIBHBIX
JIaHHBIX, TOJUIEKAIME 3aluTe, onpeacieH B [lepeuHe mepcoHaIbHBIX JaHHBIX,
nojyexamux 3ammure B UCI/IH.

OOBEKTHI 3aUTHl BKIFOYAIOT:
*  OOpabarbiBaemasi HHGOpPMAIIHSL.
*  TexHosornueckas ”HGOpPMAIHsI.
*  [IporpammHO-TeXHHUYECKHE CpECTBA 0OPAOOTKH.
. Cpenctsa 3amuts [1/1H.
*  Kanajbsl nHGOPMAIMOHHOTO OOMEHA M TEJICKOMMYHHUKAIIUH.

*  OOBEKTHl U NOMEILIEHU, B KOTOPBIX pa3mernieHbl KomnoHeHTsl MCI/IH.
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4 Knaccupukanusa nogan3oareneid UCIIIn

[Tonb3oBatenem  WCIIJJH  sBaseTrcs  AMIO,  y4acTBYIOIIEE B
GYyHKIMOHUPOBAHUM WHOOPMAIIMOHHOW CHUCTEMbl IMEPCOHAIBHBIX JAHHBIX WM
UCIIOJIB3YIOIIee pe3ysbTarthl ee (yHkmuonupoBanus. I[lomszoBarenem WCII/IH
spisercst mooort cotpyaHuk AO «PIHIIKB «Cramensy, mMmerommii AoCTyn K
HUCIIJH u ee pecypcaM B COOTBETCTBUU C YCTAHOBJIICHHBIM MOPSOKOM, B
COOTBETCTBHUH C €ro (yHKIIMOHATEHBIMUA 00SI3aHHOCTSMU.

[Tonws3zoBatenu UCII/IH nensTcs Ha TpU OCHOBHBIE KATETOPUU:

AJIMUHHCTpATOD HHd)ODMaHHOHHOﬁ 0C30I1aCHOCTH.

Corpynuuku AO «PUIIKBb «Cranensy», KOTOpbIE 3aHUMAOTCSI HACTPOMKOM,
BHEJIPEHUEM U COINPOBOXJECHUEM cucteM Oe3omnacHocTd. Aamunuctparop Wb
o0JasaeT caeAyoluM YPOBHEM I0CTyA!

e o0Oyajmaer MoyHONM UHQPOPMALUEH O CHCTEMHOM M TIPHUKJIAHOM MPOrPAMMHOM
obecnieuennu UCII/IH;
*  oOsagaer MoJHOM MH(OpMaLUEl 0 TEXHUYECKUX CPEJCTBAX U KOH(UTypaIH

NCTI/H;

*  HMEEeT JIOCTYIl KO BCEM TEXHMUYECKHM CpeJICTBaM 00paboTku MHPOpMAIUU U
naaabiM UCITH;

e He oOnagaeT mpaBamMu KOH(PUTYPUPOBAHMS U aIMUHUCTPATUBHON HACTPONKU
texHnueckux cpencts UCIIH.

Anmunuctparop UCIH.

Corpynaukun AO  «PHIIKb  «Cranens», KOTOpbIE  3aHUMAKOTCS
COMPOBOXKJICHUEM MPOTPAMMHOI0 00ECTIeUeHHUS.
Anmvunuctpatop UCIIJIH o6nanaer caeayomuM ypoBHEM IOCTYTIA:
e oOmamaer wuHpopMammMeln o0 anropuTMax W TporpamMmax 00padOTKH

uHpopmaruu Ha UCIT/IH;
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o0nazaeT BO3MOXHOCTSMU BHECEHUS OHIMOOK, HEIEKIapUpOBaHHbBIX
BO3MOYKHOCTEM, MPOrpaMMHBIX 3aKJIAJ0K, BpPEJOHOCHBIX MPOrpaMM B
nporpammHoe obecnieuenue MCII/IH Ha cranuu ee pa3pabOTKu, BHEAPEHUS U
COIIPOBOXICHHUS;

MOJKET pacrojaratb JOObBIMH (parMeHTamMu HH(GOpMalUUd O TOMOJIOTHU
UCII[ln u TexHU4YecKuX cpeAcTBax o0O0pabotku u 3amutel [1J]H,
oOpabarbiBaembix B UCIIT/IH;

oOnamaeT npaBaMu KOH(QUIYpUPOBAHMUS U AJIMUHUCTPATUBHOM HACTpPOMKHU

texHuueckux cpencts UCITIH.

Onepatop UCIIJIH.

Corpynuuku noapasaeneHuid AO «PILIIKB «Cramnens» ydacTBYIOIIMX B

nporecce skcmyatanuu WCIIIu. Omnepatop MWCII[H o6namaeT ciaeayroum

YPOBHEM JIOCTYTIA:

o0nazaeT BCEeMH HEOOXOJUMBIMM aTpuOyTamMu (HampuMmep, MapoJieM),

00eCIeYnBaIOIIMMH JTIOCTYTI K HEKOTOpOoMYy moaMHokecTBY T1/1H;

pacojaract KOH(I)I/II[eHI_[I/IaJ]I)HBIMI/I JaHHBbIMH, K KOTOPBIM UMCCT OOCTYII.
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3) OcHOBHBIE IPUHIUIBI IOCTPOCHUS CHCTEMbI KOMIIVIEKCHOH 321U ThI
uHpopManuu

[Toctpoenue cucrtembl obecneuenus Oe3omacHoctu [IJ]Ilm UCITIan AO
«PUITKBb «Cramenb» U ee¢ (PyHKIHMOHMPOBAHUE JOJDKHBI OCYIIECTBIATHCS B

COOTBETCTBHHU CO CIEAYIOLIUMU OCHOBHBIMU IIPUHIUAIIAMU:

*  3aKOHHOCTb;

*  CHCTEMHOCTB;

*  KOMIUJIEKCHOCTb;

*  HENPEpPBIBHOCTH;

*  CBOECBPEMEHHOCTb;

*  IPEEMCTBEHHOCTh U HEMPEPHIBHOCTH COBEPIIIEHCTBOBAHUS;
*  IEpCOHAIbHAA OTBETCTBEHHOCTD;

*  MHHUMM3AIUSA MOJIHOMOYHIA;

*  B3aUMOJCHCTBUE U COTPYAHUYECTBO;

*  THOKOCTbh CUCTEMbI 3aIlIUTHI;

*  OTKPBITOCTH AITOPUTMOB U MEXAHW3MOB 3allIUTHI,

*  IPOCTOTA MPUMEHEHUS CPEJICTB 3ALUTHI;

*  Hay4Has 0OOCHOBaHHOCTh M TEXHUYECKAsl PEATN3yeMOCTh;
s crnenuanuzanus u npohecCUoOHaAINU3M;

*  00s3aTe€TBbHOCTH KOHTPOJIS.

3aKOHHOCTH
[Ipeamonaraer OCYIIECTBICHUE 3aAlIUTHBIX MEPONPHUITHH U Ppa3paboTKy

C3llJn  AO «PHUIIKb «Cranenb» B COOTBETCTBHUM C JEHCTBYIOIIUM
3aKOHOAATEILCTBOM B 00yiacTH 3amuThl [IJI[H U Apyrux HOPMATUBHBIX AKTOB IO
6e3omacHoCcTH MH(POPMAIINHU, YTBEPKIEHHBIX OPTaHaMH TOCYJapCTBEHHOUN BJIACTH

M YIIPABJICHUA B IIpCALCIaxX MX KOMIICTCHIINH.
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[Tomp3oBatenu u obcmyxkuBatonuii mepconan [1/la UCIT/Ian AO «PILIIKB
«Cranenp» JOOJKHBI OBITH OCBEIOMIIEHBI O NOpsAAKE pabdOThl C 3alluIIaeMON
uHpopMaIeit 1 06 OTBETCTBEHHOCTH 3a HapyllleHue mopsiaka 3amutsl [1/]H.

CucreMHOCTDH
Cucremnbiii moaxon k mnoctpoeHuto C3IIIn AO «PHIIKB «Cranenby

NpPEAnoyiaraeT  y4eT BCEX  B3aUMMOCBSA3AHHBIX, B3aUMOJACHCTBYIOIIMX U
U3MEHSIOIIMXCSI BO BPEMEHHM JJIEMEHTOB, YCIOBUH U (PAKTOPOB, CYLIECTBEHHO
3HAYMMBIX JUIsI MIOHUMAHUSA W peuieHusl mpodiieMbl oOecriedeHus: 0e30MacHOCTH
ITJTa UCITa AO «PUIIKDB «Cramnenb.

[Tpu co3maHuMM cHCTEMBI 3allUTHl JIOJDKHBI YYUTHIBATHCS BCE cladble U
HauOoJiee ys3BUMBbIE MecTa cuctembl 00paboTku IIJIH, a Takxke Xxapakrtep,
BO3MOKHbIE OOBEKTHI U HAIIPABJICHUS aTaK HA CUCTEMY CO CTOPOHBI HapyIIUTENIEH
(ocoOeHHO BBICOKOKBAJIN(DULIMPOBAHHBIX 3JI0yMBILUICHHUKOB), IIyTH
POHUKHOBEHUs1 B pacnpeneneHHbie cucrembl 1 HCJl k unpopmanmu. Cucrema
3aIUMTBI JOJDKHA CTPOUTHCS C YYETOM HE TOJBKO BCEX H3BECTHBIX KAaHAJIOB
nponukHoBeHuss 1 HCJ k uHpopManuu, HO U ¢ y4€TOM BO3MOKHOCTH MOSIBJICHUS

NPUHIMINAIBHO HOBBIX MyTEH peanu3aliuu yrpo3 0€301MacHOCTH.

KoMmiexkcHocTh
KomrekcHoe MCnonb30BaHUE METOJIOB M CPEACTB 3alIUTHI MPEAIOIaract

COTJIACOBAHHOE MPUMEHEHUE PAa3HOPOJHBIX CPEACTB MPHU MOCTPOCHUU LIEIOCTHON
CHUCTEMbI 3alllMThI, MEPEKPHIBAIOIICH BCE CYIIECTBEHHbIC (3HAUMMBIC) KaHAJIbI
peanuzanuy yrpo3 W He CoJeplKalled clladbIX MECT Ha CThIKaX OTIEIbHBIX €€
KOMIIOHEHTOB.

3ammTa 10HKHA CTPOUTHCS SIISTOHUPOBAHO. {715 KaK10ro KaHamsa yTeuku
uHQOpMAIUU W ISl KaXJIOW yrpo3bl OE30MacHOCTH JOJDKHO CYIIECTBOBATH
HECKOJIbKO 3aIUTHBIX pyOexei. Co3anne 3auTHBIX pyOeKel OCyIEeCTBISETCS C

Y4€TOM TOTIO, YTOOBI A1 UX MPCOMOJICHUA TMOTCHUHWAJIBHOMY 3JIOYMBIIIJICHHUKY
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TpeOoBamMCh MpodeccuOHANbHbIE HABBIKM B HECKOJBKHX HEB3aMMOCBS3aHHBIX
00JacTsX.

Buemnss 3amura JopKHA oOecreduBaThesl (PU3MUECKHMMH CPEICTBAMU,
OpPraHM3alMOHHBIMU U TPaBOBbIMH Mepamu. OgHUM H3 HanboJiee YKpEeIJICHHBIX
pyOexeil mpu3BaHbl OBITh CPEACTBA KPUNITOTpaUUECKON 3aIIUThI, pEaTU30BAHHBIE
c wucnoib3oBanueMm TexHosornn VPN. IlpukiagHoil ypoOBEeHb — 3alIUTHI,
YUUTBIBAIOIIMM OCOOEHHOCTH INPEAMETHON 00J1acTH, MPEACTaBIsAET BHYTPEHHUN
pyOexK 3aluTHI.

HenpepsiBHOCTB 3a1uuThl 1111
3ammta [I/lH — He pa30BOe MEPONPHUIATHE W HE MPOCTasi COBOKYIHOCTH

IIPOBEJCHHBIX MEPOIIPUATHNA M YCTAaHOBIICHHBIX CPEJICTB 3aIUThI, & HEPEPHIBHBIN
L[€JICHAIIPABJICHHBIM IPOLECC, NPEANOJIArarlliui IMPUHATHE COOTBETCTBYIOLIUX
Mep Ha BceXx drtamnax xu3HeHHoro nukia UCITIH.

NCITIH 1omKHBI HAXOAUTHCS B 3ALIUIICHHOM COCTOSIHUM Ha MPOTSHKEHUH
BCEr0 BPEMEHU HUX (PYHKIIMOHUPOBAHHA. B COOTBETCTBUM C 3TUM NPUHIUIIOM
JNOJDKHBI NPUHUMATBCS Mepbl 1o HemonyuieHuto rnepexoxa MCIIH B
HE3ALIUIIEHHOE COCTOSHUE.

BonbIMHCTBY  (U3MUECKUX M TEXHUYECKUX CPEICTB 3allUThl  JUIA
3¢ ()EKTUBHOTO  BBINOJHEHUA CBOMX (YHKIMI HeoOXoauMma IOCTOSTHHAs
TEXHUYECKas " OpraHu3alMOHHAas (amMHUHHUCTpPATUBHAS ) NOJJIEPKKA
(cBOEBpeMeHHasi CMEHAa M OOecnevyeHHe MPaBUIIBHOTO XPAHEHHS W MPUMEHEHHS
MMEH, MapoJied, KIYed MHUPPOBaHMs, NEPEOIpeaAesIeHUE MOJTHOMOYMUNA U T.I1.).
[lepeppiBBl B paboTe CpEeACTB  3alIMTHl  MOTYT OBITh  HCIIOJIB30BAHbI
3JIOYMBIIUICHHUKAMH U1 aHAJIu3a MPUMEHSIEMBIX METOJOB U CPEICTB 3aIlMTHI,
JUIS BHEJIPEHUS CIIEHUAIIBHBIX MPOTrPAMMHBIX U anmnapaTHbIX "3akiafoK" U ApyTrux
CPEACTB  IIPEOJOJICHHS  CUCTEMBl  3allMThl  II0CJI€  BOCCTAHOBIICHUS €€

(GyHKIHOHUPOBAHMUS.
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CBOeBpeMEHHOCThH
[Ipenmonaraer ynpexaaronuii XapakTep Mep obecredeHusi 0e30MacHOCTH

[1/1H, TO ecTh MOCTAaHOBKY 3aj1a4 1o komIiuiekcHou 3amute UCITJIH u peanuzainuio
Mep obecnieuenus Oe3onacHoctu [1J[H Ha pannux craausx pazpadorku UCIIAH B
1[EJIOM U €€ CUCTEMBI 3alIUThl MH()OpMAIH, B YACTHOCTH.

Pa3zpaboTka cucTeMbl 3aluThI TOJDKHA BECTHCH MApauIeIbHO C pa3paboTKOM
U Pa3BUTHEM CAMOW 3allMIAaeMON CHUCTEMbI. JTO MO3BOJIUT Y4E€CTh TPeOOBaHUS
0€30MaCHOCTH MPU MPOCKTUPOBAHUM APXUTEKTYpPHl U, B KOHEUHOM CYETE, CO3/aTh
oosee S(ddexkTuBHBIC (Kak 1O 3aTpaTaM peCcypcoB, TaK M IO CTOMKOCTH)

3aIlIUIIICHHBIC CUCTCMBI.

HpeeMCTBeHHOCTL H COBCPIICHCTBOBAHUE
Hpez[nonararoT IMOCTOAHHOC COBCPHICHCTBOBAHHC MCP M CPCACTB 3alIUThI

uH(OpMAIIUU Ha OCHOBE IMPEEMCTBEHHOCTH OPTaHM3AIMOHHBIX U TEXHUYECKHUX
pelieHuii, KaapoBOro cocraBa, aHanu3a (QyHkuuoHupoBanus WCII[AH u ee
CUCTEMbl 3alIUThl C yYETOM HM3MEHEHHWH B METOJaX W CpEACTBaxX IepexBaTa
uHpopMaliu, HOPMATUBHBIX  TpeOOBaHWI MO  3alUTe, JOCTUTHYTOIO

OTEYECTBEHHOT'O M 3apyO0EKHOTO OIBITa B ATOM 00JIaCTH.

HepCOHaJILHaH OTBETCTBCHHOCTD
HpennonaraeT BO3JI0XCHHC OTBCTCTBCHHOCTH 3a oOecrieucHue

o6e3zonmacHoctu [I/IlH w cuctembl ux 0OpaOOTKM Ha KaXJAOTO0 COTPYJHUKA B
npeaenax ero MoJHOMOYMNA. B COOTBETCTBHM ¢ 3TUM TIPUHITUIIOM pacIpeaciiCHHe
npaB ¥ O0S3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKMM 00pa3oM, 4yTOOBI B CiIydac
J1000TO HApYIICHWs KPYr BUHOBHUKOB OBLT YETKO W3BECTCH WM CBEIEH K

MUHUMYMY.
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HpI/IH]_lI/Il'l MHHHUMHU3aAINN MOJJHOMOYHH
O3Hauaer npcaoCTaBJICHUC IT0JIB30BATC/IEIM MHUHHUMAJIBHBIX IIpAaB AOCTYIIA B

COOTBCTCTBHUHU C HpOHSBOHCTBeHHOﬁ HCO6XOI[I/IMOCTBIO, Ha OCHOBC IIPpHHIMUIIA «BCC,
4TO HC Pa3pCHICHO, 3aIIPCIIICHO).

I[OCTYH K HI[H JOJDKCH IIPCHOCTABIIATLCA TOJIBKO B TOM ClIydac H O6T)CMC,
€Clin 3TO HCO6XOI[I/IMO COTPYAHUKY I BBIIIOJIHCHHUA Cro AOOJDKHOCTHBIX

00513aHHOCTEN.

B33HMOI[CI7[CTBI/Ie H COTPYAHUYIECTBO
HpezmonaraeT CO31aHHC 6JIaFOHpPI}ITHOI>'I aTMOC(I)epBI B KOJIICKTHBax

nojApaszaeieHuid, obecneunBaromux gesrensHocts MWCIIIH AO «PULIIKBb
«Cranenby», AJisl CHUKEHUS BEPOSITHOCTH BO3HMKHOBEHMS HETAaTUBHBIX JCHCTBUMI
CBSI3aHHBIX C YEJIOBEUYECKUM (haKTOPOM.

B Takoii 00cCTaHOBKE COTPYAHUKH JIOJDKHBI OCO3HAaHHO COOJIOAThH
YCTAaHOBJICHHBIE TMpaBWja ©  OKa3blBaTh COJCHUCTBHE B  JEITEIbHOCTH

NO/Ipa3/ieIeHUN TEXHUUECKOW 3alllUThl HHPOPMALIMH.

I'moxocTh cucremsbl 3amuThl I1IH
[IpuHaTEIE MEphl W YCTAHOBJICHHBIC CPEJICTBA 3aIllUThl, OCOOCHHO B

HaYaJIbHBIN MMEPUO MX IKCIUTyaTaIlliH, MOTYT 00CCIICUMBATh KaK YPE3MEPHBIN, TaK
W HEJAOCTAaTOYHBIA ypOBEeHb 3amuThl. s oOecnedeHHss BO3MOXKHOCTHU
BapbUPOBAHUS YPOBHEM 3alIUIICHHOCTH, CPEACTBA 3allUTHI JIOJDKHBI 00J1aaTh
onpeNiesIeHHOW TUOKOCThI0. OCOOEHHO Ba)KHBIM 3TO CBOMCTBO SIBJISIETCS B TEX
ClIy4asiX, KOTJla YCTaHOBKY CPEJICTB 3alllUThl HEOOXOJUMO OCYIIECTBISATH Ha
paboTarolryro  chcTeMy, HE  Hapymas T[polecca €€  HOPMaJbHOTo

(GYHKIIMOHUPOBAHMUSL.

OTKprTOCTb AJTOPUTMOB 1 MEXAaHU3MOB 3aIlIMThI
CYTB MNpUHOUIIA OTKPBITOCTH aJITOPUTMOB U MEXaHHU3MOB 3allIUTbI COCTOUT B

TOM, 4YTO 3aluMTa HC OOJIDKHAa o0ecreynBaThbCsd TOJIBKO 33 CYET CCKPCTHOCTH
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CTPYKTYPHOM OpraHM3allid U aJrOPUTMOB (PYHKIIMOHHPOBAHUSA €€ TOICHCTEM.
3HaHUE aNTOPUTMOB PabOTBI CUCTEMBI 3aILUThl HE JTOJDKHO J1aBaTh BO3MOXHOCTHU
ee mpeonosieHus (gaxke aBropam). OAHAKO, 3TO HE O3HAYAeT, YTO MH(POpPMAIU O

KOHKPETHOM CHUCTEME 3aIlUThI JOJHKHA OBITH OOIIETOCTYIIHA.

HpOCTOTa NMPUMEHECHUSA CPEACTB 3allIUThI
MexaHu3MbI 3allIUTbl AOJI?’KHBI OBITH HMHTYUTHUBHO IIOHATHBI H IIPOCTHI B

UCIOJB30BaHuU. [IpuMeHeHne CpeicTB 3alllUThl HE JOJDKHO OBITH CBSI3aHO CO
3HAHUEM CHEIUANIbHBIX $3BIKOB WJIA C BBIMOJHEHUEM JEUCTBUM, TpeOyIOmuxX
3HAUUTEIBHBIX  JIOTIOJHUTENBHBIX  TpyAOo3aTpaT TMpu  OObIYHONW  paboTe
3apETUCTPUPOBAHHBIX YCTAHOBJICHHBIM TOPSJIKOM TIOJIb30BaTeNed, a TakKe He
JIOJDKHO TPeOOBATh OT TMOJIb30BATEINS BBHIITOJIHEHUS] PYTUHHBIX MAJIOTOHSITHBIX MY
oneparnuil (BBOJ HECKOJIBKHX MApOJIe U UMEH U T.J.).

JloibkHa JOCTUTaThCsS aBTOMATH3allMsl MaKCHUMaJIbHOTO YHCIIAa JEHCTBUI

noyib3oBateneit u agmuuuctparopo UCIIIH.

Hay4Hasi 000CHOBAHHOCTDH M TEXHHYECKAAl PeaIn3yeMOCTh
NudopmarmonHpie TEXHOJIOTHUH, TEXHHYECKHUE W MPOTPAMMHBIC CPECTBA,

CpeACTBa U Mephbl 3allUThl WH(OpPMAIIMU JOJDKHBI OBITh peaau30BaHbl Ha
COBPEMEHHOM YPOBHE Pa3BUTUS HAYKH U TEXHHKH, HAYYHO OOOCHOBAHBI C TOUKHU
3pEeHHST JOCTHKEHUS 3aJJaHHOTO YPOBHS O€30MacCHOCTH WMH(OpPMalMKU U JOJKHBI
COOTBETCTBOBATh YCTAHOBIIEHHBIM HOpPMaM W TpeOOBaHUSM MO O€30MaCHOCTU
IT/1n.

C3I1/In gomkHa OBITh OPUEHTUPOBAHA HA PEIICHUS, BO3MOXHBIE PUCKHU IS
KOTOPBIX M MEphl MNPOTUBOJACUCTBUS ITUM pPHUCKAM MPOUUIM BCECTOPOHHIOIO
TEOPETUYECKYIO U IPAKTUUECKYIO MTPOBEPKY.

Crnenuanuzanus 1 npoeccuoHaIN3M
[Ipeamonaraer mpuBIeUYCHHE K pa3pabOTKE CPENCTB W peau3aiiil Mep

3alMThl  MH(OpMaUU  CHEUAIM3UPOBAHHBIX  OpraHu3aluii,  HaumOoJee
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MOATOTOBIICHHBIX K KOHKPETHOMY BHIY JACSITCIBHOCTH TI0 00ECIICUCHUIO
6e3onacHoctu [1/]H, UMEONMX ONBIT MPAKTUYECKOW pabOThl U TOCYAapCTBEHHYIO
JUIIEH3WI0O HAa TMpaBO OKazaHus yciIyr B 3Tod oOnactu. Peanuzanus
aAMUHUCTPATUBHBIX ~MEp W OKCIUIyaTallusl CPEACTB  3alllUThl  JIOJKHA
OCYHIIECTBJIATBCA MPOQPECCHOHATBHO TOJTOTOBIEHHBIMHU creruanuctamu  AQO
«PUITIKB «Cramnenby.

00513aTeILHOCTH KOHTPOJIA
[Ipennonaraer 0053aTENBLHOCTh W  CBOEBPEMEHHOCTh  BBISBICHUS U

MPECEUEHUs] TOMBITOK HAPYIICHUS YCTAHOBJICHHBIX MPaBUi oOecTeYeHUs
6e3onacHoctu [IJ[H Ha OCHOBE HCHOJIB3YEMBIX CHCTEM U CPEJACTB 3alUTHI
uHpopMalMu NpU COBEPIICHCTBOBAHUU KPUTEPUEB U METOJOB OLICHKHU
3¢ (HEKTUBHOCTH ITHX CUCTEM U CPEJICTB.

KoHTposnib 3a AESTENbHOCTBIO JIFOOOTO TMOJIB30BATEINSI, KaXJAOr0 CpPEe/CTBa
3alUTHl 1 B OTHOIICHUH JIFOOOTO OOBEKTa 3aIlUTHI JOKEH OCYIIESCTBISITHCA Ha
OCHOBE MPUMEHEHUSI CPEACTB ONEPATUBHOTO KOHTPOJIS M PETUCTPALUUA U JTOJIKEH
OXBaThIBaTh KaK HECAHKI[MOHUPOBAHHBIC, TAK M CAHKIIMOHUPOBAHHBIC JEHCTBUS

OJb30BaTEIEN.
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6 Mepbl, MeTOABI U CpeAcTBa obecnevyeHusi TpedyemMoro ypoBHsi
3alUIIEHHOCTH

ObecrieueHne TpeOyeMOro ypoBHsI 3alUILIEHHOCTH JTOJKHOCTU JOCTUTAThCsA
C UCIOJIb30BaHUEM MEp, METOJIOB U CpeACTB Oe3omacHocTH. Bce Mepsl
obecnieuenus 6ezonacHoctu MCII/In nmoapasnensitores Ha:
*  3aKOHOJAaTeNbHBIC (MPABOBLIC);
*  MOpPaJIbHO-ITUYECKUE;
*  OpraHu3alMoOHHbIC (aIMUHUCTPATHUBHbIC);
*  (usuueckue;

*  TEXHHUYECKHUE (anmapaTHbie U MPOTPAMMHBIE).

3akoHoaaTeIbHBbIE (IPAaBOBbIE) MEPbI 3AIUTHI
K npaBoBbIM MepaM 3alluThl OTHOCATCS JICHCTBYIOIIUE B CTpPaHE 3aKOHHBI,

yKa3bl 1 HOPMAaTUBHBIE aKThl, pEerJIaMEHTUpYIOLUE MpaBuia oOpamenus ¢ [1/1H,
3aKpeIUISIoNINe MpaBa U 00s13aHHOCTH YYaCTHUKOB UH()OPMALIMOHHBIX OTHOIIEHUN
B Ipouecce ee O0O0pabOTKM M HCHONb30BAaHUA, a TaKXKe YCTAHABJIMBAIOLIUE
OTBETCTBEHHOCTh 3a HApYIUEHUs OSTUX MPaBWI, IPENATCTBYS TEM CaMbIM
HEMpaBOMEPHOMY HcmoJjib3oBaHuto [IJ[H w  sBHsAOmIMECS  CAEPKUBAIOLIUM
(bakTOpOM JIJ1s1 TOTEHLMAJIBHBIX HAPYIIUTEIEH.

[IpaBoBbIE  MEpBI  3alIATBI HOCAT B  OCHOBHOM  YIIPEXKJIAIOLIWM,
NPOPHUIAKTUYECKUI XapaKTep U TPeOYIOT MOCTOSIHHOW Pa3bICHUTENbHON pabOThI €

IIOJB30BAaTCIISIMU U O6CJ'Iy}KI/IBaIOIlII/IM IICPCOHAIIOM CUCTCMBI.

MOpaJILHO-Z)TI/l‘IeCKI/Ie MEPbI 3allUThI
K MOPAJIBbHO-OTUYCCKHUM MEpaM OTHOCATCA HOPMbI IIOBCACHHUS, KOTOPLIC

TPaJAMLIMOHHO CIIOKWINCh WM CKJIAABIBAIOTCS MO Mepe pacnpocTtpaHeHus OBM B
CTpaHe WJId oOliecTBe. OTH HOPMBI OOJIbILIEH YacTbl0 HE  SBIAIOTCS
00s3aTeIbHBIMU, KaK 3aKOHOJATEIbHO YTBEPXKJACHHbIE HOPMATHUBHBIC AaKTHI,

OJHAaKO, HX HGCO6J’HOI(€HI/IG BCACT O0OBIYHO K MMagCHUIO aBTOPHUTCTA, IMPCCTHIKA
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YeJIoBeKa, TPYMIIbI JIMIl WA OpraHu3anui. MopanbHO-3THYECKHE HOPMBI OBIBAIOT
KaK HemucaHble (HampuMep, OOIIeNpU3HaHHbIE HOPMBI YECTHOCTH, TAaTPUOTU3MA U
T.1.), TaK U MHCaHbIe, TO €CThb O(hOPMIICHHBIE B HEKOTOPHIN CBOJ (YCTaB) MpaBHII
WJIY TIPEANIMCAHNMN.

MopanbHO-3TUYECKHE MEpbl 3allUThl SIBIAIOTCS NPOPUIAKTUUYECKUMU HU
TpeOYIOT MOCTOSIHHOW pabOoThl MO CO3AaHUIO 3JJOPOBOTO MOPAIBbHOIO KJIMMaTa B
KOJUIEKTUBAxX IOApa3ielieHnid. MOpaJbHO-ITUYECKME MEpbl 3aIUTHl CHUXKAIOT

BCPOATHOCTh BOSHHKHOBCHHA HCTAaTHBHBIX I[GﬁCTBPIfI CBJA3aHHBIX C YCJIIOBCUYCCKHUM

(bakTopoM.
OpranuzannoHHble (AAMHUHUCTPATHBHBbIE) MePbI 3aIIUTHI
OpranuzaniioHHbie (aAMUHUCTPATUBHBIE) MEPBHI 3allUTBl - 3TO MEPHI
OpraHU3alMOHHOTO xapakrepa, perIaMEHTUPYIOLIUE MIPOLIECCHI

dbynkuuonuposanus UCIIJIH, ucnons3oBanue pecypcoB UCII/IH, nedarenbHOCTb
00CITy’KMBAIOIIET0 MepCcoHaia, a TaKke MOPSAJOK B3aMMOJEHCTBUS MOJIb30BaTENIEH
c UCII[n Takum oOpa3om, 4TOObI B HauOOJIbIIEH CTENEHU 3aTPyIHUTH WIIH
UCKIIFOUYUTHh BO3MOXKHOCTh pealn3aluy yrpo3 0€30MacHOCTH WM CHU3UTH pa3Mep
IIOTEPH B CIIy4ae UX PeaInu3aluu.

['maBHast 1eab aaMUHUCTPATUBHBIX Mep — cdopmupoBath llomuTuky
nHpopmarimonHot 6e3zomacHoctu II[J[H (oTpaxkarollyr0o MOAXOAbBI K 3allUTe
uH(popMaIuu) U 00ECTICUUTh €€ BBITIOJIHEHHE, BBIACISISI HEOOXOAUMbIE PECYPCHI U
KOHTPOJHUPYS COCTOSIHHUE JIEIL.

Peanmuzanus [lomutuku mHdopmarmonHoit 6ezomacHoctu [1/ln 8 UCIIIH
COCTOSIT U3 MEP aIMUHUCTPATUBHOTO YPOBHS M OPraHU3AIMOHHBIX (MIPOLETYPHBIX)
Mep 3alUThl UHPOpMaIUK.

K agMuHHUCTpaTUBHOMY YpOBHIO OTHOCATCS PEIICHUSI PYKOBOJCTBA,
3aTparuBatomue aeareabHoctb UCII/IH B meaomM. DTH pelieHus 3aKperuisitoTcs B
[Tonutuke mHbopmamoHHoW Oe3omacHocTH. [IpumMepoM Takux pemeHud MOryT

OBITh:
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NPUHATHE pelIeHuss O (QOPMUPOBAHUU WIM TNEPECMOTPE KOMIUIEKCHON
nporpamMmbl obecrieuenus 6ezonacHoctr [1/1H, onmpenenenne OTBETCTBEHHBIX
3a €€ pean3aluIo;

dbopMynupoBaHue 1eJieii, MOCTAaHOBKA 3aJad, OMpEeNeICHHE HampaBICHUN
nesTeIbHOCTH B 00nactu 0e3onacHoctu [1/1H;

NPUHATUE PElICHUI MO0 BOMpOcaM peaau3alid IporpaMmbl 0€30MacHOCTH,
koTopsie paccmaTpuBaroTcsi Ha ypoBHE AO «PIIIKB «Cranens» B 11e10Mm;
obOecrieueHue HOpMaTUBHOM (ITPaBOBOI) 0a3bl BOMPOCOB 0€30MaCHOCTH U T.II.

[lonuTHka BEpXHEro ypOBHSA JOJDKHA YETKO OYEPTUTH CPepy BIUSHUA U

OTpaHUYCHUSA IIPHU OIIPCACICHHUU IIGJIGI‘/JI 0e301acHOCTH HI[H, OIIPCACIINTG KaAKHNMHU

pecypcamu (MatepualbHble, MEpPCOHAT) OHM OyAyT JOCTUTHYTHI W HaWTH

pa3yMHBIﬁ KOMIIpPOMHUCC MCKAY IIPUCMIICMBIM YPOBHCM 0e30I1aCHOCTH H

dbynkunonansHoCcThI0 UCTT/IH.

Ha opraHu3alliOHHOM YpOBHE OMNPEAENSIOTCA MPOIEAypbl M IpaBuia

JOCTIDKEHUSI 11esiel U perienus 3aaa4 [lomutuku nHPopMalnoHHOM 6€30macHOCTH

[1/I1. DT paBuia ONpeneItoT:

KakoBa 00JaCTh MpUMEHEHUs ToIUTUKH Oe3omacHocTr [1/1H;

KakOBbl pOJIK M OOS3aHHOCTU JIOJDKHOCTHBIX JIMI, OTBEYAloUIhe 3a
poOBeeHHEe NOJUTUKH Oe3zonacHocTH IIJ[H, a Takke HX YCTaHOBHUTH

OTBETCTBEHHOCTD;
KTO UMeeT npasa pocryna Kk [1/1H;
KaKUMH MepaMu U cpeficTBamMu obecrnieunBaercs 3amura [1/1H;

KaKuMH MEpaMHu U CPpCACTBAMU oOecrieynBaeTcs KOHTPOJIb 34 CO6J'IIOJICHI/I€M

BBEJICHHOTO peXrMa 0€30MacHOCTH.

OpFaHI/I3aHI/IOHHBIe MCPBbI OOJI2KHEI:
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MpeycMaTpuBaTh periaMeHT UH()OPMAIIMOHHBIX OTHOIIICHHUH,
VCKJIIOYAIOMINX  BO3MOXHOCTh  HECAHKIMOHUPOBAHHBIX  JCWUCTBUM B

OTHOIIICHUH 00BEKTOB 3alIUTHI,

ONpPEAEHATh KOAJIUUMOHHBIE W HWEPAPXUUYECKHUE IMPUHIUIIBI U  METOMBI
pasrpannyeHus nocrtyna k I[1J1H;

ONpENENATh MOPSIIOK  PaboOThl €  MPOTPAaMMHO-MAaTEMaTUYECKUMH U
TEXHUYECKUMHU (ammapaTHbI€) CpPEACTBAMU 3alllUThl W KPUNTO3AIIUTHl U

APYIrux 3allIUTHBIX MCXAHU3MOB,

opranu3oBath Mepsl npotuBogercTBus HCJ monbp3oBarensiMu Ha 3Tamnax
ayTeHTU(PUKALlUKM, aBTOpU3AIUMU, HUJECHTU(DUKAIMK, OOeCrneYnBaOIIUX
rapaHTuy  pealu3aluud  1paB u OTBETCTBEHHOCTH CyOBEKTOB

UH(OPMAITMOHHBIX OTHOIICHH.

OpI‘aHI/IBaI_[I/IOHHLIG MCPBI JOJIZKHBI COCTOATH HU3:

pernamenTa goctyna B nomemenus UCITH;

MOPSAOK JIONyCKa COTPYAHUKOB K Hcmnoiib3oBaHuio pecypcoB MCIIAn AO
«PHUIIKB «Cranenby;

periaMeHTa TMpoIECCOB BeAeHUs 0a3 JaHHBIX U OCYIIECTBJICHUS
MOAU(PUKALNHA UHPOPMALITMOHHBIX PECYPCOB;

periaMeHTa MpPOLECCOB OOCITYXKMBAHUS M OCYIIECTBICHUS MOAUPUKAIIUN
anmnapaTtHbIX 1 nporpamMmMHubix pecypcoB UCIIT/IH;

uHcTpykumii  nonb3oBateneit  UCII[Ju  (ammunuctpatopa  MCIIH,
aIMUHHUCTpaTopa Oe3omacHocTy, onepatopa UCIIIx);

MHCTPYKIIMS TOJIH30BATENS MPU BOSHUKHOBEHUH BHEIITATHBIX CUTYaIIHil.
WHCTPYKITUSL 10 Pa3MENICHUIO, 00OpPYJIOBAHHUIO M OXpaHE MOMEIIECHUMN, TIe
XpaHsATCS MepPCOHAIbHBIE JIaHHBIC, TI0 XPAHEHUIO MEPCOHATBHBIX JAHHBIX Ha
OyMa)KHBIX HOCUTEJSIX U TIOPSAJIKY PabOThI UCIIOTHUTENEH ¢ IEPCOHATLHBIMHU

JaHHbIMHU Ha 6YMEDKHI)IX HOCHTCIIAX I/IH(I)OpMaI_[I/II/I.
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dusnueckue MEPbI 3alUTHI
duzndeckue MCPBbI 3alllUTBl OCHOBAHBI HA4 IIPUMCHCHHH PAa3HOTO0 poOJa

MEXaHUYECKUX, 3JEKTPO- WJM DJIEKTPOHHO-MEXAHHUYECKUX YCTPOUCTB W
COOpPY)XEHUH, CIEHHATbHO TMPEJHA3HAYCHHBIX JUISI CO3JaHUA  (PU3HMYECKUX
MPEISATCTBUN HAa BO3MOXXHBIX MYTAX MPOHUKHOBEHHUS W JOCTYyNa MOTCHIHUAIBHBIX
HapyIIUTEIeH K KOMIOHEHTaM CHCTEMBI W 3aIlllUIIAeMOW MH(POpPMAIUU, a TaKKE
TEXHUYECKUX CPEJICTB BHU3YaJIbHOTO HAOJIOACHUSA, CBSI3M M OXPAaHHOM
CUTHAJIN3AIINH.

dusnyeckass 3amuTa 3JaHUN, TMOMENICHUM, OOBEKTOB U  CPEACTB
nHpopMaTH3auK JIOJKHA OCYIIECTBIISITHCS IIyTEM YCTaHOBJICHUS
COOTBETCTBYIOIIUX IOCTOB OXPAaHbl, C MOMOIIBIO TEXHUYECKUX CPEACTB OXPAHBI
WK JIFOOBIMH JIPYTHUMH CIOCOOaMH, MPEIOTBPAAIONIMMU WM CYIIICCTBEHHO
3aTPYAHSIOIMMU TPOHUKHOBEHHWE B 3JIaHWE, MOMEIICHHUS IMOCTOPOHHUX JIMIL,
XUIIeHHEe WH()OPMAIIMOHHBIX HOCHUTENEH, caMuX CpeiAcTB uH(opMaTh3anuu,
HCKITIOYAIOIIMMH HAXO0XKJICHUE BHYTPH KOHTPOJIUPYEMOM (OXpaHsSeMOM) 30HBI

TEXHUUYECKUX CPEJICTB PA3BEIKHU.

AnmnapatHo-nporpamMMHusblie cpeacrsa 3amuTel I1/1n
TexHuueckue (anmapaTHO-IPOrpaMMHBIE) MEpbI 3allUTBl OCHOBAaHBI Ha

WCIIOJIB30BaHUN PA3JIMUHBIX JIEKTPOHHBIX YCTPOUCTB U CHEIUATBHBIX MPOrpamMm,
Bxoasamx B coctaB MCII/IH 1 BRIMOJHSIONTUX (CAaMOCTOSTEILHO HUIN B KOMILIEKCE
C IPYTUMH CpeacTBaMH) (PYHKIIUU 3aUTHl (MACHTU(DUKAIWIO U ayTeHTU(UKAIIUIO
MOJIb30BaTeNICH, pasrpaHWyYeHUE AOCTYIa K pecypcaMm, PETHCTPAIUi0 COOBITHIA,
Kpunrorpadguueckoe 3aKpbiTie nHPOpMaIUy U T.1.).

C yueToM Bcex TpeOOBaHUI U MPUHIMIIOB obecrnieueHus: 6e3omnacHocTu [1/{H
B MCII/IH mo BcemM HampaBJICHUSAM 3allUThl B COCTAB CUCTEMBI 3aIIUTHI JOJDKHBI

OBITH BKJIIOUEHBI CJICAyromue CpcacTBa:

*  CpencrtBa ueHTUUKAITIT (oro3HaBaHMs) u ayTeHTHU(UKAIIH

(moaTBepkIeHUS OAIMHHOCTH) nojib3oBaTeneit NCIIH;



34

CpCACTBA pa3rpaHUYCHUA OOCTYIIA 3apCruCTpUpPOBAHHBIX MOJIb30BaTEICH

cuctemsl k pecypcam UCIT/In AO «PUIIKDB «Cranenby;

cpencTBa 00ecneueHUssT W KOHTPOJS LEJIOCTHOCTH MPOTrpaMMHBIX U
UH(GOPMAIIMOHHBIX PECYPCOB;

CpeACTBa ONEPATUBHOTO KOHTPOJIS U PETUCTPALIMU COOBITUI 0€3011acHOCTH;

Kpuntorpaduueckue cpeactsa 3ammrsl [1/]H.

YcnemHoe INPUMCHCHHUC TCXHHYCCKHUX CPCACTB 3alllUTbl HAa OCHOBAHHH

OPUHIMNOB (pa3fen 5) MpeanosaraeT, 4To BBINOJIHEHHE MEPEUHMCIICHHBIX HUXKE

TpeOOBaHMI 00ECEeYeHO OpraHMW3allMOHHBIMU (aAMUHUCTPATUBHBIMU) MEPAMH H

HCIIOJIB3YCMBIMHA (1)H3PI‘-I€CKI/IMI/I CpCaACTBAMM 3alIHUTHI:

obecnieueHa u3udeckas 1eI0CTHOCTh Beex komnoneHT UCTIH;

KKl coTpynHuk (mosnb3oBatens WCIIJH) wim rpynma mosb3oBaTenei
UMEET YHHMKAJIbHOE CHUCTEMHOEC WMS W MHUHUMAJIBHO HEOOXOJUMBIE s
BBINIOJIHEHHUST MM CBOMX (PYHKIMOHAJIbHBIX OOSA3aHHOCTEW MOJHOMOYHUS I10
JOCTYIIy K peCypcaM CUCTEMBI;

B UCII[Jn AO «PHIIKb «Cramens» pa3zpaboTka W OTJIaJKa MPOrpaMMm
ocymiectsisieTcs 3a npenenamu UCII/H, Ha ucnbITaTENbHBIX CTEHAAX;

BCE M3MEHEHUS KOHPUTYpAIlMM TEXHUYECKUX U TMPOTPAMMHBIX CPEICTB
HCIIIH npou3BOASTCS CTPOr0 YCTAHOBJIEHHBIM MOPSIKOM (PETHCTPUPYIOTCS

Y KOHTPOJIMPYIOTCS) TOJIBKO Ha OCHOBAHUM PACMOPSKEHUI pykoBojicTBa AO

«PHUIIKB «Cranenby;

ceTeBoe 000pya0BaHUE (KOHIIEHTPATOPBI, KOMMYTATOPbI, MAPIIPyTH3ATOPHI U
T.I.) pacrmojiaraercsi B MeCTaX, HEAOCTYIHBIX JUIsI TOCTOPOHHUX
(cienaNbHBIX TTOMEIICHUSX, MKadax, u T.11.);

cnenuamuctamu AO «PHIIKB «Cranenb» oCylIECTBISIETCS HENPEPHIBHOE
yIpaBie€HUE U aJIMUHUCTpPATUBHAS MOJJIEPKKa (DYHKIIMOHUPOBAHUS CPEJICTB

3aIUTHI.
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7 Kourpoas 3¢pdpexrusnoctu C3IAn

Kontpons addexktuBHoct  C3II[IH  10DKEH  OCYIIECTBISIETCS  Ha
nepuoanueckoil  ocHoBe. llenmpto  KoHTponss  A(QPEKTUBHOCTH  SBISETCS
CBOCBPEMEHHOE  BBISIBJICHHE HEHaIekKammx pexumMoB paboter  C3I1/IH
(OTKIIOUCHHE CpEICTB 3allMTHI, HapyIIeHUE PEKUMOB 3alllUThI,
HECAHKIIMOHUPOBAHHOE HM3MEHEHUE peXuMa 3alMThl W T.OI.), a TakK
MPOTHO3UPOBAHUE MW TPEBEHTUBHOE pPEarupoBaHME HAa HOBBIE  YIPO3bI
oe3onacuoctu [1J1H.

KoHTpobr MOXET NpOBOAUTHCS KakK aJMUHUCTpAaTOpaMu Oe30MacHOCTH
HUCTIIln  (omepaTUBHBI  KOHTpPOJb B  Tpolecce  MHPOPMAIMOHHOTO
B3aumojielicteust B MCIIJIH), Tak ¥ TpUBJICKAEMbIMH JJIsi DJTOM LENHU
KOMIETEHTHBIMUA  OpraHW3alMsMH, HWMCIOIIMMH JIMIEH3UI0O Ha JTOT BHUJ
nestenpHocTH, a Takke PCTIK Poccum m ®CBhb Poccum B mpenpenax ux
KOMIICTCHITUH.

KOHTpoIb MOXKET OCYIIECTBIATHCS aIMUHHUCTPATOPOM OE30MAaCHOCTH Kak C
MOMOII[BI0 IITAaTHBIX CPEJACTB cUCTeMbl 3amuThl [[/[H, Tak U ¢ TOMOIIBIO
CIIEIUAIIBHBIX TTPOTPAMMHBIX CPEJICTB KOHTPOJIS.

Onenka 3¢ dexkTuBHOCTH Mep 3amuThl [1J[H TpOBOAUTCS C UCTIOJIB30BAHUEM
TEXHUUYECKUX U MPOrPAMMHBIX CPEACTB KOHTPOJS Ha MpPEeAMET COOTBETCTBUS

YCTAaHOBJICHHBIM Tpe6OBaHI/I${M.
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8 Cdepnl oTBeTcTBeHHOCTH 32 Oe30macHOCTh I1/IH

OTBETCTBEHHBIM 3a pa3padOTKy Mep M KOHTPOJb Haja oOecrnedeHueM
0e30MacHOCTH TEpPCOHANBHBIX JaHHBIX siBIsieTcss pykoBoAcTBO AO «PLIIKB
«Cranensy».  PykoBoauTenb MOXET JAENEerupoBaTh 4YacTh IOJHOMOYHMM 1O
oOecrieueHn 0 0€30MMaCHOCTH TIEPCOHATBHBIX JaHHBIX.

Chepa  OTBETCTBEHHOCTHM  PYKOBOIMUTENS  BKJIIOYAET  CIEIYIOUIUE
HarnpaBJieHus o0ecnieueHus: 6ezomacHoctu [11H:

*  [InanupoBanue u peanuzanus mMep mo odecnedeHuto 6ezonacHoctu [1/1H;

*  Ananus yrpo3 6e3omnacuoctu [1]1H;

*  PazpabGotky, BHeapeHHE, KOHTPOJIb HWCIOIHEHUS U TOJAJEpPKAHUE B
aKTyaJbHOM COCTOSIHUM TIOJUTUK, PYKOBOJICTB, KOHIEMIHMA, MpoIeayp,
pEeriaMeHTOB, WHCTPYKIMH W JPYTUX OPraHU3alMOHHBIX JOKYMEHTOB IO
oOecneyeHnIo 0E30aCHOCTH;

*  OOyuenune u nHpopmupoBanue nonb3zoBareneit UCIIIH, o mopsake paboThI ¢
[1/I1 u cpeacTBaMu 3allUTHI;

*  IlpenotrBpailieHue, BHISBICHUE, PEaripOBAaHUE U PACCIEIOBAHUE HAPYIICHUM
oe3omacuoctH 11/1H.

[Ipyn B3anMOAENCTBUU CO CTOPOHHMMH OpPraHHU3alMsIMH B Cllydasix, KOrja
COTPYJHUKAM ATUX OpraHu3alui MPeaoCTaBIsACTCS JOCTYI K OOBEKTaM 3alllUThl
(pazmen 3), ¢ TUMHU OpraHU3aIUsIMU JODKHO ObITh 3akioueHo «CorjamieHue o
KoH(puaeHunanpHocTy», Jmbo  «CornameHue O  COOJIOJEHUM — peKUMa
oe3onacuoctu [/l npu BeimonHenuu padotr B MCII[Iu». [ToarotoBka TUMOBBIX
BAPUAHTOB JTUX corameHui ocymiectsisiercss  topuctamu  AO  «PHIIKB

«Crareip.
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9 Monaesb HApymIHuTe/ s 6€30MACHOCTH

[Tox napymmurenem B AO «PLIIKB «Cranens» mnoHHMaeTcs JIMLO, KOTOPOe

B PE3YJIbTATC YMBIIIJICHHBIX HWJINM HCYMBIIIJICHHBIX HGﬁCTBHﬁ MOXCT HAHCCTH

yiiep0d 00beKTaM 3aIlUTHI.

Bce Hapymmrenu nensarcst Ha ABE TPYIIIIbL:

BHEIITHWE HAPYIIUTEIN — (U3MUECKHE JINIA, He UMCIOIIHE MpaBa MpeObIBaHUS
HAa TEPPUTOPUH KOHTPOJMPYEMOU 30HBI, B MpPEJEIaX KOTOPOH pa3MeIIacTcs
ob6opynoBanue UCII/IH, a Taxke xpansarcs [1JIH Ha OyMakKHBIX HOCHUTEIISX;

BHYTPEHHHE HAPYIIUTEIN — PU3MUECKUE JIUIA, UMEIOIINE MPaBO MpeObIBaHUS
Ha TEPPUTOPUH KOHTPOJMPYEMOM 30HBI, B Mpeesiax KOTOPOH pa3MeniacTcs
obopynoBanue UCII/IH, a Takke xpansarcs [1[IH Ha OyMakKHBIX HOCUTEIISX.

Knaccubukanus  HapymmTened  mpeacraBieHa B Mojenu — yrpos

0e301acHOCTH IICPCOHAJIbHBIX JaAHHBIX.



38

10 Mogean yrpo3 6€30nacHOCTH

Hns UCITIIa AO «PUIIKB «Cranensy BBIACTSIOTCS CIEIYIONINE OCHOBHBIE

KaTCropuun yrpos 0e3011aCHOCTH IMCPCOHAJIBHBIX JAHHBIX!

YTIpo3sl OT yTEUKH IO TEXHUYECKUM KaHAJIAM.

YTpo3bl HECAHKIIMOHUPOBAHHOTO JOCTYMA K HHPOPMAITHH.

VYrpo3bl yHUUTOXKEHHUS, xulleHus anmapatHeix cpeacts MCII/IH HocuTenen
uHpopMaluu nyteM ¢puznyeckoro npocryna Kk snementam UCIIH.

Yrpo3sl XUIICHUS, HECAHKLIIMOHUPOBAHHOU MO (pUKALUU WIH
OJoKupoBaHUs HHGOPMALIMKM 3a CYET HECAHKIMOHHWPOBAHHOIO JOCTYIa
(HCH) c mpumeHeHueM MporpaMMHO-aNnapaTHbIX U MPOTPAMMHBIX CPEACTB
(B TOM 4HMCIIE IPOrpaMMHO-MaTEMAaTHUECKUX BO3ACUCTBUN).

Yrpo3sl He NPEAHAMEPEHHBIX JACHUCTBUU II0JIb30BATEIEH W HAPYILICHUH
oeszonacuoctu ¢Gyukiumonuposanus MCIIAn u C3IIIH B ee cocrtaBe u3-3a
cO0EB B MPOrpaMMHOM OOECIEYEHHH, a TaKKE€ OT yrpo3 HEAHTPOIOTEHHOTO
(cooeB  ammapartypbl  H3-3a  HEHAJIGKHOCTH  DJIEMEHTOB,  cOOEB
AIIEKTPOINUTAHUA) U CTUXUUHOTO (yIapOB MOJHHI, MOKapoB, HABOJAHEHUIN U
T.I1.) XapaKkTepa.

YTrpo3bl npeIHAMEPEHHBIX TEUCTBUI BHYTPEHHUX HAPYIIUTENEH.

prOBBI HCCAaHKIIUOHWPOBAHHOT'O JOCTYIIA 1O KaHaJaM CBA3U.

Onucanue yrpo3, BEpOSTHOCTh UX pealii3alliy, OMaCHOCTh U aKTyaJbHOCTb

npejacTaBieHbl B «Mopaenu yrpo3 0€30MacHOCTH TEePCOHATIBHBIX JIaHHBIX B

NCIT .
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11  Mexanu3m peanusaunu Ilosio:xxenns

Peanuzaumss  [lonoxkeHus  JODKHA ~ OCYIIECTBISATbCA  HA  OCHOBE
NEPCHEKTUBHBIX MPOTPaMM U TUIAHOB, KOTOPBIE COCTABIIAIOTCS HA OCHOBAHUU U BO
UCITOJIHEHHE:

*  (¢enepadbHbIX 3aKOHOB B o0jacTh oOecrieueHus HH(POPMAIIMOHHOM
0€30MacHOCTH U 3aIUThl HHPOPMALIHH;

*  nocranoBieHun [IpasurensctBa Poccuiickon denepanny;

*  PYKOBOJAIIUX, OPraHM3AIMOHHO-PACTIOPSAUTENBHBIX H  METOIWYECKUX
nokymeHToB @CTOK Poccuu;

« notrpebHocreir HUCIIJlH B cpeactBax oOecrnedeHus: OE30MACHOCTH

uHdopMaIuu.



40

12 HOpﬂI[OK paﬁoTbl C MEPCOHAJIBHBIMHU TaHHBLIMHA COTPYAHUKOB

Oo6s13anHOCTH padoToaaTe s

B uensx ucnonnenusi tpeboBaHui 3akoHonatenbctBa PO mpu oOpaboTke
NEPCOHANBHBIX JAHHBIX, BCE pPAOOTHUKU YUPEKACHUS JODKHBI HCHOJHATH
YCTaHOBJICHHBIN TIOPSAJIOK PaOOTHI:

PaboTta ¢ mepcoHanbHBIMM JaHHBIMH PAaOOTHHKOB JOJDKHA HE HapyllaTh
TpeOoBaHUil 3akoHOjaTenbcTBa P® W JOKaJbHBIX HOPMATUBHBIX aKTOB
OpraHu3aliy, U TOJIKHA ObITh HEMOCPEACTBEHHO CBSA3aHa C OCYIIECTBIEHUEM MU
CBOMX TPYJIOBBIX (PYHKIUH.

[Ipu cbope u 00paboTKe MEPCOHANBHBIX JIaHHBIX paOOTHHKA paboTOAATENb
JNOJbKeH pykoBoncTtBoBaTbess Koncrturynumen P®, TpynoBeiMm komekcom PO m
UHBIMU (eZiepaabHbIMU 3aKOHAMU.

[lepcoHanbHble JaHHBIE PAOOTHUKOB JOJDKHBI OBITh IOJYYEHBI TOJIBKO
HEMOCPEACTBEHHO y Hero. Eciu ns o0paboTKM €ro MaHHBIX WIM UX MOJYyYCHHS
IOPUBJIEKAECTCS TPETbU JIMLA, TO PaOOTHUK JOJDKEH JaTh MpeABapUTEIbHOE
NUCbMEHHOE cornacue Ha 3T0. OJIHOBPEMEHHO paOOTHUK JOJKEH OBITh
YBEIOMIIEH O IIessiX cOopa mH(pOpMaluu, UCTOUHHKAX €€ MOJYy4YEHHUs, a TAKKe O
NOCNEACTBUSIX OTKa3za OT MpPEeAOCTaBICHHUS MHUCbMEHHOTO COIJIacusi Ha cOop
uH(popManuu.

[lepconanbHble NaHHbIE PAOOTHUKA O €ro MOJUTHYECKHUX, PEIUTHO3HBIX U
UHBIX YOEXJEHUSX, YaCTHOM JKM3HM, a TaKKE WICHCTBE B OOIIECTBEHHBIX M
PO COIO3HBIX OpraHU3alMSIX HE MOJIeKaT cOOpy OpraHu3aluel, eciii UHOE He
IPELYCMOTPEHO 3aKOHOJATEIBCTBOM.

3amura TNEepPCOHAJIBHBIX JaHHBIX paOOTHUKA JOJKHA OO0eCreYrBaThCA
MOJIHOCTBIO 32 CUeT paboToaaTers.

VYupexneHvue npu npuemMe Ha paboTy, a TakkKe MHpU JIFOOBIX H3MEHEHMSIX
npaBui pabOThl ¢ MEPCOHATBHBIMU JaHHBIMH O0S3aHO MUCbMEHHO 3HAKOMUTH C

HUMH BCEX PAaOOTHUKOB.



41

VYupexxaeHue He UMEET MPaBO NPUHYXAATh PAOOTHUKOB K OTKa3y OT CBOMX

IIpaB Ha 3alIUTY IICPCOHAJIbHBIX JAHHBIX.

Oobs13aHHOCTH pa0OTHUKA
PabGoTHuK 00s13aH:
[lepenate paboTOnaTeN0 BCE NEPCOHANBHBIE JAaHHBIC, YyKa3aHHbIE B
COOTBETCTBYIOIIUX IOKYMEHTAX.
B ycraHOBiIEHHBIM mpaBWIaMU CpPOK cooOmaTe padorojmaTeno 00

HN3MCHCHHHN CBOUX IICPCOHAIbHLIX TaAHHBIX.

Ilepenaya nepcoHAJbHBIX JaHHBIX
[Ipu ocymiecTBIeHUU TIepeaud MEPCOHAIBHBIX JAHHBIX PAOOTHUKOB

TPETHUM JIMIIAM paboTOaTENb 0053aH:

— He cooOmarh MNEPCOHAIbHBIE JaHHBIE 0€3 TMOJYYEHHOIO0 MHUChMEHHOTO
corjacusi paOOTHHMKA, KpOME CiIy4aeB, KOrja Takue OOsI3aHHOCTH
YCTaHOBJICHBI 3aKOHOATEIbCTBOM;

—  HE TepeAaBaTh IMEPCOHANBHBIC NaHHbIE pabOTHWKA JUISI WCIOJIb30BaHUS B
KOMMEPYECKUX TIEIISIX;

—  TpeboBaTh OT TPETHUX JIUI[ COOIIOJEHUS MPaBUI PAOOTHI C MEPCOHATBHBIMU
JAHHBIMH, a TaKKe TPEIOCTaBICHUS MHCHbMEHHOTO IOATBEPKICHUS
WCITOJIb30BAHUSI TIEPCOHABHBIX JIAaHHBIX B TIOPSAJKE, MPEAYCMOTPEHHBIX
HACTOSIIINM TOJIOKEHHUEM O 3allTUTe MEPCOHATBHBIX JTaHHBIX;

—  JaBaTh JOCTYIl K TIEPCOHAJIBHBIM JIaHHBIM TOJIBKO JIMIIAM, HWMEIOIIUM
COOTBETCTBYIOIIUNA JIONMYCK M KMCIOJB3YIOMUX WX TOJIBKO JIJIST BBITOJTHCHHS
KOHKPETHBIX MOJTHOMOYHH;

— He uctpeboBarh HH(OOPMALMIO O COCTOSIHUM 3JI0POBbS pabOTHUKaA, 3a
UCKIIFOYCHUEM JIaHHBIX, KOTOpPHIE MOTYT TIOBJIHMATH Ha HCIOJHEHUE

pabOTHHUKOM CBOUX TPYAOBBIX O0S3aHHOCTEH.



42

3amnTa NMEPCOHAJIBbHBIX TaHHbIX paﬁOTHI/IKa

B pamkax peanuzanuum mNyHKTOB Hacrtosilero IlomoxkeHust o 3amure
MEPCOHAIBHBIX TAHHBIX PA0OOTHUKOB, PYKOBOJIUTEIb YUPEXKACHUS U3AET MIPUKA3 O
Ha3HAYCHWW JIMIIa, OTBETCTBEHHOIO 3a COOJIOJICHHE Topsaka paboThl ¢
MIEPCOHAILHBIMU JaHHBIMH PaOOTHUKOB, Ha KOTOPOM JIeKAT BCE OOS3aHHOCTHU T10
obecrieueHUI0 KOH(PUIACHITMATILHOCTH MOJYYCHHBIX JTaHHBIX, a TAK)KE OpraHu3aIuu
paboThI C HUMH.

[lepenaua nHbOpMaIUM MPOUCXOIUT TOJBKO B MUCHMEHHOM BHUJIE. 3ampoc
JIOJDKEH OBITh CJieJlaH B MHUCbMEHHOM BHJIE C YKa3aHHEM BCEX PEKBHU3UTOB JIMIIA,
3anpamuBaroniero uHpopmamuo. OTBET NOKEH OBITH ClieJlaH Ha (PUpMEHHOM
OJIaHKe YYPESKJICHHUS U OTIPABICH JHOO KypbepCKOH clykOoM, OO0 3aKa3HBIM
MMMCHMOM.

Bce mnosydeHHble TepcOHaNbHBIE JIaHHBIC JOJDKHBI XPaHUTHCS B MeECTE,
HCKJIIOYAIOIeM HECAaHKITMOHUPOBAHHBIX JOCTYH TPETHhUX JIUII.

OJIEKTPOHHBIE HOCUTENW UWH(OpMalMM, TOKHBI OBITh  3alIUIIECHBI

KpUINTOrpauuecKUMH CPEICTBAMHU 3aIUThI THPOPMALIMH.

OTBeTCTBEHHOCTH 32 pa3rJianmenne HGoOpMauu, CBI3aHHOM ¢

MNEPCOHAJIBbHBIMHA JAHHBIMUA paﬁoTHnKa

Jluma, mpu3HaHHBIE BUHOBHBIMU B HapyIICHUH TPEOOBAHWI HACTOSIIETO
[TonoxxeHust 0 3amUTe MEPCOHAIBHBIX JIAHHBIX PAOOTHUKOM MPUBJIEKAIOTCS K
JUCLUIUIMHAPHOM, aJIMUHUCTPATUBHOM, T'PAXTAHCKO-TIPABOBYID U YTIOJIOBHOM
OTBETCTBEHHOCTH, B TMOPAJIKE IPEIyCMOTPEHHOM 3aKOHOJATEIbCTBOM P®D wu

JIOKaJIbHBIMHX HOPMATHBHBIMHU aKTaMHU.
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13  Ilopsaok paGoThl ¢ NEPCOHATbHBIMM JAHHBIMU KOHTPAreHTOB U
Cy0OBbeKTOB NepCOHABHBIX JaHHBIX, He ABJISIIOIINXCSH COTPYIHUKAMM
omeparopa

Iopsaok nosydenusi 1 00padOTKHU MEPCOHATbHBIX JTAHHBIX
KOHTPATreHTOB U CYy0beKTOB MEPCOHAIBHBIX JAHHBIX, He ABJISIOMINXCS
COTPYAHMKAMM OllepaTopa

I[Ton  o6paborkoit  II/lH  moHMMaeTcs  TOJy4YeHHE,  XpaHCHUE,
KOMOMHUpOBaHUE, Mepeaya Wi JIFo00e JPYroe HMCIOJIb30BAHUE MEPCOHATBHBIX
JAHHBIX KOHTPAreHTOB W CYOBEKTOB TEPCOHAJBHBIX JAaHHBIX, HE SBIISIOIIMXCS
COTpYIHHUKAMU OTIEpaTopa.

PaGota ¢ mepcoHaIbHBIMM JAHHBIMU KOHTPAareéHTOB U CyOBEKTOB
MIEPCOHANILHBIX JTAHHBIX, HE SBIISIONINXCS COTPYIHHKAMH OllepaTopa TOJDKHA HE
HapymaTh TpeOoBaHUi 3aKoHOMaTeabcTBa PD 1 jOKaNbHBIX HOPMATHUBHBIX aKTOB
OpTraHU3aIlNH.

Hcrnonp30BaHre IEPCOHATBHBIX JAHHBIX BO3MOXKHO TOJBKO B COOTBETCTBHH
C IEJSMH, ONMPENeTUBIIMMU WX ToiydeHue. [lepcoHanbHbie JaHHBIE HE MOTYT
OBITH MCIIOJIB30BAHbI B IENISIX MPUYNHEHUS UMYIIICCTBEHHOTO U MOPAJILHOTO Bpea
rpakaaHaM, 3aTPyJHEHMs pealu3alii TpaB U cBoOOa rpaxnaH Poccuiickoit
dbenepanum.

[Topsimok 00pabOTKM MEPCOHATLHBIX JAHHBIX Ha OyMaKHBIX MaTEepPHATBHBIX
HOCHUTENIIX periaMeHTHpoBaH «VHCTpyKIHMell 1o XpaHEHUI0 NEePCOHATBHBIX
JAHHBIX Ha OYMaXHBIX HOCHUTEISIX W TIOPSAJAKY pPaOOThl HCIIOTHHUTEICH C
NEePCOHANBHBIMU  JTAHHBIMH ~ HAa  OYMaXXHBIX  HOCHUTENAX  HWH(POPMAIUNY,
YTBEPKAECHHOU PYKOBOAUTEIIEM.

O6paboTtka NepCOHATBHBIX JTAHHBIX B ABTOMATU3WPOBAHHBIX
WH()OPMAITMOHHBIX CUCTEMAX OCYIIIECTBIISIETCS] HA OCHOBAHUU PSJIa YTBEPKIECHHBIX
PYKOBOJMTENIEM WHCTPYKIIUH, pPErIaMEHTHUPYIOMNUX 00paboTKy NepCOHATbHBIX

nanHbix B UCIT/IH.
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J]OCTyH K MEPCOHAJIBbHBIM NaHHbIM

BHyTpenHuii poctyn (AOCTyn BHYTPUM OpraHU3alldd) OINpPEAeIseTCs
NEPEYHEM JIML, UMEIIUX AOCTYN K MEPCOHAIbHBIM JIAHHBIM KOHTPAreHTOB WU
CYOBEKTOB MEPCOHAIBHBIX JIAHHBIX, HE SIBISIIOIIMXCS COTPYJHUKAaMHU OIllepaTopa,
OINPEAENSIETCS IPUKA30M PYKOBOIUTETIS.

Buemnuii gjocryi:

K d4ucay MaccoBelXx mNOTpeOUTENEH MEpCOHANBHBIX JaHHBIX  BHE
OpraHu3alid MO>XHO OTHECTH TOCYHapCTBEHHbIE (DYHKIIMOHAJIBHBIE CTPYKTYPHI:
HAJIOTOBBIE HWHCIIEKIIMHM, IPaBOOXPAHUTENIBHBIE OpraHbl, OPraHbl CTATHCTHKM,
BOEHKOMATbI, OpraHbl COLMAJIbHOTO CTPAaXOBaHUA, IEHCHOHHbIE (HOHIBI,
NIOJIpa3/IeJICHUsI MyHULIMIIAIbHBIX OPraHOB YIIPABJICHUS;

Han3opHo-KOHTPOJIbHBIE OPraHbl UMEIOT JOCTYN K MH(POpPMAIUU TOJIBKO B

chepe cBoei KOMIIETECHIINH.

IIpaBa 00513aHHOCTH M OTBETCTBEHHOCTH CYy0ObEKTA NMEPCOHAIBHBIX
JAHHBIX

3akperieHue npaB CyObeKTOB MEPCOHAIBHBIX JAHHBIX, PETIIAMEHTHUPYIOLIUX
3aIUTYy €ro MEepCOHANbHBIX JAHHBIX, OOECHEYMBAET COXPAHHOCTH IOJHOM U
TOYHOU MH(OPMAITUU O HEM.

B mensx 3amuThl MEpPCOHAJIbHBIX JAHHBIX KOHTPAreHTbl (3aKOHHBIE
MPEICTaBUTENN) UMEIOT MPABO:

- TpeOOBaTh MCKJIIOUEHHUS WJIM HCIPABJICHUS HEBEPHBIX WU HEMOIHbBIX
NEPCOHANBHBIX JAHHBIX, Ta CBOOOAHBIA OECIUIATHBIA JOCTYH K CBOUM
NIEPCOHAJIBHBIM JaHHBIM, BKJIIOYas MPAaBO Ha IOJYyYEHHE KONMU HOBOW 3aIHCH,
coAepKaller NepCOHAIbHBIC JTaHHbIE;

- ONpeNeNsaTh CBOMUX MPEACTAaBUTENECH IS 3alMThl CBOMX MEPCOHATBHBIX

JTAaHHBIX Ha COXPAHEHHUE U 3AIIUTY CBOCH JINYHOU TalHBL.
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IIpaBa 00513aHHOCTH U OTBETCTBEHHOCTH ONEPATOPA MEPCOHATBHBIX
JAHHBIX

[lepcoHasibHasi OTBETCTBEHHOCTh - OJHO W3 TJABHBIX TpeOOBaHUN K
oprau3anuu (yHKIIMOHUPOBAHUS CHUCTEMBI 3aIIUThI MEPCOHATBHON HH(POPMAITHH
U o0s3aTeNbHOE yciioBUe obecrieueHus 3PPHEKTUBHOCTH 3TON CUCTEMBI.

Opunnueckne u ¢Gu3MUEeCKue JHUIA, B COOTBETCTBUH CO CBOWMH
MOJTHOMOYHMSIMU BIIAJICIONIME O TPa)KJaHax IMOJyYaroUIMe U HCHOJIb3YIOLIUE €€,
HECYT OTBETCTBEHHOCTh B COOTBETCTBHM C 3aKOHOJATEIbCTBOM Poccuiickoi
denepanui 32 HApyIICHUE pEeXUMa 3alluThl, OOpadOTKU ¢  MOpsIKa
HCITI0JIb30BAHUS ATOM UH(POPMAIIUH.

PykoBomurens, paspemaromuii  A0CTyN  COTPYJHMKA K JOKYMEHTY,
collepKallleMy — MEepPCOHANbHBIE  CBEICHHUS  KOHTPAreHTOB U CYOBEKTOB
MEPCOHAIBHBIX [IaHHBIX, HE SBISIIOIIUXCA COTPYIHHKAMH OIE€paTtopa, HECEeT
IIEPCOHAIBHYIO OTBETCTBEHHOCTH 34 JAHHOE PAa3pELICHUE.

Kaxnprii coTpyaHUK OpraHu3aldy, MOJydYaromuid Ajis paboThl JOKYMEHT,
coAepKallMid MEePCOHANBHBIE JAaHHBIC HECET €AUHOJUYHYIO OTBETCTBEHHOCTH 32
COXPAHHOCTh HOCUTEJIS U KOH(DUICHIINATBLHOCTh HH(POpMALIIH.

Jlommyck K  TEepPCOHANbHBIM  JIaHHBIM  KOHTPAareéHTOB H  CyOBEKTOB
MEPCOHATIBHBIX JaHHBIX, HE SBIAIONIUXCS COTPYIHHKAMH oOfmepaTopa Apyrux
COTPYIHHUKOB pabOTOAATENS, HE UMEIOIIUX HaAJIekKaIUM 00pa3oM 0pOpMIIEHHOTO
JIOCTYIIa, 3aIPEeIIaeTCs.

3a HEHWCHOJHEHWE WIM HEHaJJIeXkallee HCIOJHEHHUE PabOTHUKOM IO €ro
BUHE BO3JIOKEHHBIX HAa HETO OOSI3aHHOCTEH MO COOJIOJEHUIO YCTAaHOBJIECHHOTO
nopsiika paboThl CO CBEJACHUSIMHU KOH(PUACHIIMATBLHOIO XapakTepa padoTojaTesb
BIIPABE NPUMEHATH NpeaycMoTpeHHble TpynoBsiM KoaexkcoM AuCHUILIMHAPHBIC

B3bICKaHMHAI.
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14  OcobenHOCTH 00Pa0OTKH MEPCOHAIbHBIX IAHHBIX 0€3 MCIO0JIb30BAHUSA
CpeICTB aBTOMATH3AIUMN

[Ipn HEAaBTOMAaTU3UPOBAHHOMN 00paboOTKe pa3InYHBIX KaTeropuu
NEPCOHANIBHBIX JAHHBIX JIOJKEH HCIIONb30BAaThCA  OTIEIbHBIM  MaTepUabHBIN
HOCUTENb I KaKJOW KaTErOpUH IEPCOHAIbHBIX TAHHBIX.

[Ipn HeaBTOMATH3MPOBAHHONW 00pPabOTKE MEPCOHATIBHBIX TAHHBIX HA
OyMakKHBIX HOCUTEJISAX:

— He JIOTIyCKaeTcss (pukcanuss Ha OJTHOM OyMa)XHOM HOCHTEIe
NMEePCOHATBHBIX  JaHHBIX, I[edd  00pabOTKM  KOTOPHIX  3aBEAOMO
HECOBMECTUMBI,

—  IIepCOHAJIbHBIE JaHHbIE JOJDKHBI 000COONIAThCA OT HWHOW MH(poOpMauuu, B
YaCTHOCTH IIyTeM (PUKCAllMU MX HA OTAEJbHBIX OYMa)KHBIX HOCUTEIISX, B
CHELMANIBHBIX pa3/iefax WK Ha nossix GopM (OJaHKOB);

—  JIOKyMEHTBHI, cojiepXalllie NepCOHAIbHbIE 1aHHble, (OPMUPYIOTCS B  Jena
B 3aBUCUMOCTH OT LIE€IH 00pabOTKH NMEPCOHAIbHBIX JIaHHBIX;

— Jela € JIOKYMEHTaMHM, COJEP)KAaIMMHU IEPCOHAIBbHBIE JAHHBIEC, JTOJKHBI
UMETh BHYTPEHHUE ONUCH JIOKYMEHTOB C YKa3aHHeM IieJid 00paboTKU U
KAaTerOpUH MEPCOHAIbHBIX JTAHHBIX.

JIokyMeHTBl (HOCHUTETHU uH(popmaImn), colaepKaliue NepPCOHATbHbIE
NaHHbIE, JOJDKHBI XPAaHUThCA B CIIyKEOHBIX NOMEILECHUSIX B HAJEKHO
3anMpaeMbIX U onevyaTbiBaeMbIxX Imkadax (ceiidax).

YHUUTOXKEHHE WM O00€3TMYMBAHUE YAaCTH MEPCOHAJIbHBIX JAHHBIX, €CIIU
ATO JIOMYCKAETCSI MaTepUaJIbHbIM HOCUTEIIEM, MOXKET MPOU3BOAMUTHCS CIIOCOOOM,
HCKJTIOYAIOIINM JTAJIbHEHITYI0 00paboTKy 3THX MEPCOHAIBHBIX TAHHBIX, C
COXpaHEHUEM BO3MOXHOCTH OOpabOTKHM WHBIX JaHHBIX, 3a(UKCUPOBAHHBIX HAa

MaTCprUaJIbHOM HOCHUTCIIC.
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[Ipn HECOBMECTHUMOCTH 1IeJieli 0OpaOOTKU MEepCOHATbHBIX JaHHBIX,
3a(DUKCUPOBAaHHBIX HA OJHOM MaTE€pUAIbHOM HOCUTENE, €CIIM  MaTepHUaJbHBIN
HOCHUTEIb HE  MO3BOJIIET OCYIIECTBIATH  0OpabOTKY MEPCOHANBHBIX JaHHBIX
OTJICJIbHO OT  JApyrux 3apUKCHPOBAHHBIX HA  TOM ’Ke HOCHUTEIe
NEPCOHAIBHBIX JIaHHBIX, JOJKHBI OBITh IPHUHSITHI MEpPbl MO0 OOECIEUYEHUIO
pa3ienbHO  00pabOTKU MEPCOHANBHBIX JAHHBIX, B YACTHOCTH:

—  1pu HEOO0XOMMOCTH UCIOJIb30BAaHUSl WJIM  PacIpOCTPaHEHMUS
OIpE/ENICHHBIX NEPCOHANBHBIX JTAHHBIX OTAEIBHO OT HAXOSAIIMXCS Ha
TOM K€ MaTepHaIbHOM HOCHUTEJEe  JAPYTUX  NEPCOHAIBHBIX TaHHBIX
OCYILIECTBIISETCS KOIIMPOBAaHUE TMEPCOHANBHBIX JAHHBIX, MOJJIEKAIINX
pacipoCTpaHEHUI0 WM  HCIOJIb30BAHMIO, CIOCOOOM, HCKIIIOYAIOIUM
OJTHOBPEMEHHOE KOIHMPOBAHHE TMEPCOHANBHBIX JAaHHBIX, HE MOAJIEKAIINX
pacnpoCTpaHEHUIO U UCIOJIb30BAaHUIO, U UCIIOJIB3YETCS
(pactpocTpaHseTcs) KOHs MePCOHATBHBIX TaHHBIX;

— Tpu  HEOOXOAWMOCTH  YHUYTOXKEHHS  WIM  OJIOKUPOBAaHMS  YacTd
NEPCOHAIBHBIX JAHHBIX YHUUYTOXKACTCSI WM  OJOKUpPYETCS MaTepualbHbBIN
HOCUTEb C TpeaBapUTEIbHBIM KOITUPOBAaHWEM CBEJCHHUI, HE
MOJICKAMUX ~ YHUYTOXKECHUIO uim  OJIOKUPOBAHUIO, CIIOCOOOM,
UCKJIIOYAIOIIMM OJAHOBPEMEHHOE KONMPOBAaHUE TEPCOHAJBHBIX JIaHHBIX,
MOJIJISIKAITNX YHHUTOKEHUIO WM OJIOKMPOBAHHUIO.

YTouHeHHEe NEePCOHANBHBIX JAaHHBIX HPHU OCYILIECTBICHHMH HUX 00pabOTKH
0e3 WHCIOJNIb30BaHMUA  CPEACTB  aBTOMATH3allMM  IPOU3BOIAUTCS nyTeM
OOHOBJICHHSI WJIM W3MEHEHHWs JAaHHBIX Ha MAaTepUAIbHOM HOCHUTENE, a €CIH
3TO  He JIOMYCKAeTCsl TEXHUYECKUMH  OCOOCHHOCTSMHU  MaTepUalIbHOIO
HOCHUTENS, TyTeM (UKCAllMd Ha TOM € MaTepHallbHOM HOCHUTENE CBEICHUM
O BHOCHUMBIX B HHUX M3MEHEHMSX JIMOO IyTeM HW3TOTOBJICHUS  HOBOTO

MATCPUAJIBHOTO HOCHUTCIIA C YTOYHCHHBIMHU IICPCOHAJIBHBIMHU AJAaHHBIMU.
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O0paboTka MepcoHaNbHBIX JaHHBIX, OCYIIECTBIsieMas 0e3 HMCIOIb30BaHUS
CPEIICTB aBTOMAaTH3AIlMH, JIOJDKHA OCYIIECTBIATHCS TakuM o0Opa3oM, 4TOOBI B
OTHOILICHUH KaXXI0W KaTeTOPHUH MEPCOHATBHBIX JAaHHBIX MOKHO OBLIIO OMPEACIIUTh
MeCTa XpaHEHUsI TMEPCOHAIBHBIX JAaHHBIX (MaTepUadbHBIX HOCHUTENIEH) U
YCTaHOBUTH MEPEUYECHb JIUII, OCYIIECTBISIONMNX 00pabOTKy MEepCOHATBHBIX JaHHBIX
100 UMEIOINUX K HUM JOCTYII.

[Ipu XxpaHeHUU MaTepUaIbHBIX HOCUTEJIECH JOKHBI COOIOIAThCS YCIOBUS,
00€eCIeYnBAIOIINE COXPAHHOCTh TMEPCOHANBHBIX J@HHBIX U HCKJIIOYAIOIIHNe
HECAHKIIMOHUPOBAHHBIM K HUM JOCTYIl. XpaHEHHWE TMEPCOHAIBHBIX JaHHBIX
(MaTepuaNbHBIX HOCHUTEINEH), 00pab0TKa KOTOPBIX OCYIISCTBISACTCS B PAa3JIMIHBIX

Oeaiax AOJIZKHO OBITH pasaciIbHbIM.
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15  O:xupaemblii 3¢ dexT ot peanuzanun Ionoxenus

Peanmzanus [Tonoxenus 6e3omacuoctu [1/1a B UCIIIH mo3BOIHT:

* oueHuth coctosHue Oe3zonacHoct uHGpopmaruu WCII[H, BBISIBUTH
MCTOYHUKHU BHYTPEHHUX U BHEIIHHUX YIpo3 UH(OpPMAIIMOHHON 0€30MacHOCTH,
ONPENEIUTh NPUOPUTETHBIC HAMPABICHUS MPEIOTBPALLICHHS, OTPAKECHHUS U
HEUTpaNU3aluu 3TUX YIPo3;

*  pazpaboTarTh pacnopsAUTEIbHbIE U HOPMATUBHO-METOAMYECKUE JTOKYMEHTHI

npuMenuTenbHo K UCIIH;
*  mpoecTH kiaccudukamuio u ceprupukanuro MCI/IH;

° IMPOBCCTU OPraHU3AlMOHHO-PC)KUMHBIC M TCXHUYCCKUC MCPOIPHUATHA 110

obecnieuenuto 6e3onacuoctu I1/1n B UCII/IH;
*  00ecreunTh HEOOXOIUMBIH YPOBCHB 0€30IMaCHOCTH OOBEKTOB 3aIUTHL;

*  pa3paboTaTh METOJUYECKHE TOKYMEHTHI IO Pa3MEIICHUI0, 000PYAOBaHUIO U
OXpaHe TMOMEIIEHUM, TA€ XPaHATCS MEPCOHAJIbHbIC JaHHBIE, MO XPaHEHUIO
MEePCOHATBHBIX JAHHBIX HAa OyMaXHbIX HOCUTENISIX U MOPAJKY padoThI
UCIIOJIHUTENIEH C TEePCOHAIbHBIMU JAaHHBIMU Ha OyMaXHBIX HOCHUTEISX
uH(popManuu.

Ocy1iecTBIEHUE 3TUX MEPONPUATUM 00ECIIEUUT CO3/TaHUE SANUHOM,

I[EJIOCTHOM M CKOOPAMHUPOBAHHOW CHCTEMbl MHGOPMAIIMOHHON 0€30MacHOCTH U

CO3/IaCT YCJIOBUS ISl €€ JabHEHIIIEero COBEPIIEHCTBOBAHMUS.
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16 CHnucok ucnoJib30BaHHBIX HCTOYHHKOB

OCHOBHBIMU HOPMATHBHO-NPABOBBIMH n MeTOINYEeCKUMH
JOKYMEHTAMH, HA KOTOPbIX 0a3upyercsa HacTosimee Iloioxkenne sABIsIIOTCA:

@enepanbHbiii 3akoH oT 27.07.2006 r. Ne 152-®3 «O mnepcoHaIbHBIX
naHHbeIX» (manee — D3 «O mnepcoHANbHBIX JAHHBIX)»), YCTaHABIMBAIOIIUN
OCHOBHBIC TNPUHIMUNBI U ycioBus oO0pabotku I1J[H, mpaBa, 0OS3aHHOCTH H
OTBETCTBEHHOCTb YUaCTHUKOB OTHOIIEHUH, CBSI3aHHBIX ¢ 00padoTkoii [1/1H.

«TpeboBaHusl K 3allUTE MEPCOHAIBHBIX JaHHBIX MPU HX 00pabOTKE B
UHPOPMALMOHHBIX ~ CHUCTEMaxX  NEPCOHANbHBIX  JaHHBIX»,  YTBEPXKIEHBI
[Toctranosnennem IIpaBurensctBa PO ot 01.11.2012 r. Ne 1119.

«Ilonoxxenne 00 OCOOEHHOCTSX OOpPabOTKH NEPCOHAIBHBIX JAHHBIX,
OCYILECTBIsIEMOM 0€3 MCIOIb30BaHUS CPEJCTB aBTOMATH3ALUN», YTBEPKIACHHOE
[Tocranosnennem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

[ToctanoBnenue IlpaButenbctBa Ne 211 ot 21 mapra 2012 roma «O06
YTBEPXKACHUM TEPEUHs] Mep, HANpPaBICHHBIX Ha O0OECIEeYeHHE BBINOJIHEHUS
obsi3anHOCTEH, TpeaycMoTpeHHbIX D3 «O mepcoHambHbIX JAaHHBIX» U MPUHITHIMU
B COOTBETCTBUM C HHM HOPMAaTUBHBIMU IIPaBOBBIMM aKTaMH, OIIEPAaTOPaAMH,
SBJIFOLIUMUCS TOCYAAPCTBEHHBIMU WM MYHHUIIUTIAIBHBIMA OPTaHaAMK.

«TpeboBanusi K  MaTepUATbHBIM  HOCHUTENISIM  OMOMETPUYECKUX
NEPCOHAIBHBIX JAaHHBIX M TEXHOJOTHMSIM XpaHEHUS TAKUX [JAHHBIX BHE
WHOOPMAIMOHHBIX ~ CHUCTEM  MEPCOHAJIBHBIX  JaHHBIX»,  YTBEP)KICHHbIE
[Toctanosnennem I[IpaBurensctBa PO ot 06.07.2008 r. Ne 512.

HopmatuBHO-MeTOMYEeCKHEe JOKyMEHThl DefepaqbHON  CIIy)OBI 110
TEXHUYECKOMY M DKCIIEpTHOMY KOHTpoJito Poccuiickoit ®enepanuu (nanee -
OCTOK Poccum) mo obecneuenuto OeszomacHoctr II/[H mpu mx o6paboTke B

WCTIJTu:
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BbazoBas Mojelns yrpo3 0Oe30IacHOCTH NEPCOHANBHBIX [aHHBIX IPH HX
obpabotke B MH(OOPMAIIMOHHBIX CHCTEMAaX IEPCOHAIBHBIX [AHHBIX, YTB. 3am.
nupextopa ®CTIK Poccuu 15.02.08 r.

MeToamka onpesie/icHHs] aKTyalbHBIX yrpo3 0e30MacHOCTH IepPCOHANBHBIX
JaHHBIX IIpd WX 00paboTke B HMHGOPMALMOHHBIX CHCTEMax IEPCOHABHBIX
naHHBIX, YTB. 3aM. qupekropa @CTOK Poccun 15.02.08 r.

ITpuka3 @CTIK Poccuu Ne 21 ot 18 deBpans 2013 roja «O06 yTBepKAeHHH
CocraBa ¥ COIEpP/KaHHsA OPraHM3allHOHHBIX W TeXHHYECKHX Mep M0 00ecreyeHuIo
6e30IaCHOCTH TIePCOHATBHBIX JAHHBIX NMPU HX 00paboTke B MH(OPMALMOHHBIX
CHCTeMax NMepCOHANBHBIX JaHHBIX».

ITpukas @enepanbHoii ciyx0bl Oe3onacHocTu Poccuiickoit Penepanuu ot
10 wmrona 2014 r. N 378 «0O6 yrBepkaeHun CocraBa M COJEPKaAHUS
OpPraHM3allMOHHBIX W TEXHHYECKMX Mep Mo obecreveHuro 0Oe3omacHOCTH
NEPCOHANBHBIX OAHHBIX TNPH HX 00paboTke B HH(MOPMALMOHHBIX CHCTEMax
TIepPCOHANIBHBIX JaHHBIX C HCIIOIB30BAaHUEM CPEJICTB KPHITOrpapuyeckon 3aluThl
uHdOpMaLH, HEOOXOAMMBIX JUIS BBIIIOJHEHUs] YCTaHOBJIEHHBIX IIpaBuTenbCTBOM
Poccuiickoii Penepaunu TpeOOBaHHH K 3alMTE IE€PCOHAIBHBIX HTaHHBIX JUISL

KaXXJ0r0o U3 YpPOBHEH 3alHIICHHOCTHY.

Benymwmii 6yxrantep 1o 3apaboTHOI Y.
IUIaTe ¥ KaCCOBBIM OIlepaIUsaM Q/ e 1// JI.LH. Macsosa
/



